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i!ui'Ua8i^tJ^sivi^lviB liimi5i1aum'iuH?Bum'stJi!ui'Ua8U iPva: Vila IPvb
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IPvb la ausI
'wi-^nv IPvb laaB'n<iStJ'5s^vi5/nn uaK
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^^dIPvb ^nTs^

GINlh
mviti^1viflnTsi'i)ajjaavi(i|ia^i^^vi'5a<iTu IPvb aan-aviaB
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's (Log  file) sjtln^tutla-jmjiiasa^^aaiJm^^n^fi (Intrusion Prevention System)

nj Proxy Server itlvwvi

IPvb Ba^^siyifll^al^wasam (n.fi. b*ben) uasi^a^anu^ (w.rt.

IPvb

IETF (The Internet Engineering Task Force) ^^flfmwuvn IPVb llatJ?
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aiin^anivmalvi'wn^nij Spanning Tree (STP) In mode RSTP, MSTP uas PVST
(Vila PVST+) la uas ^a^fvmiivin Link Aggregation (^ia lEEEdob.cnad) a-iqalabi

uaam'T sibd Groups (via Trunk) via Switch
m.ei.eio. aiimnV'WUU'UU Virtual Switch System (VSS) via Virtual Port Channel (vPC)

via Intelligent Resilient Frabric (IRF) via Split Multi-Link Trunking (SMLT) la

tn.^.b.

aiJJTSfl'm-miU'U'U Wire Speed Vila Wire-Rate l^ uas S Switching Capacity

Tiiijaam'i bdoGbpsuasfl Fon^arding Rate ^-i^aijiijaam'n b^oMpps

an^n^nfti MAC Address laljiuasjm'n mb.ooo Address wa Switch ua^aumci

vin'5niilaaijj^na'5^num^aai,i'u^ VLAN lalii^iaam'n <ooo VLAN viiaunu (Active

VLAN) Vila limaam'i ^ooo VLAN Port-Based VLANs

anun^nvin Routing aujltlilaaaajna^pv IP iium RIP, BGPa:, ISIS lias OSPF laa

a^ Switch ia^a

ai^I^nvil IPvb Routing UUtl BGPa: for IPvb (MP-BGP IPvb Vila BGPa:+), IS-IS

uas OSPFvm laaa^ Switch ia-ila

jjTa^aruia-^tinTSYruTuuiJV Stack laliiuaan^in <?: tja Vila Sla^-iafi^ uvv
Modular Chassis aitmnia'^ni Module utltl Distributed Fon^arding Ylfl port

aio/eioo/siooo Ijjijaam'n ba: nafa la : Module aa Chassis

tn.si.rf. aiUT3avii'n'UaiU^naintl IEEE tiob.e^x, IEEE ^^ob.mad, IEEE dob.eiw, IEEE

dob.aq, MPLS, MPLS TE, MPLS Ltn VPN, MPLS Lb VPN, VPLS, RFC aa^b, dob

.mah (Vila Unidirectional Link Detection Vila UDLD) uas RFC ba^ (Vila

en.^.^. S Port Gigabit Ethernet UtlU sio/eioo/sioooBASE-T BTinulliiJBHrm ba: Ports

ai.si.b. S Port aoGigabit Ethernet uuu SFP+ Vila XFP Vila Xb a'lmiiliinaEjn-h s; Ports

satjnT5iiEna port a^o Gigabit Ethernet \xvv LRs: Iiiilaam'i b Ports

(Lm Switch)
m. f)(uantmisiQvns

cn.e

iPvb laannuwuiJ^tianTHyiawahaii a-aiain ii-ila uasaaa"inwanT5
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ailn^itu

amiaiJiinn^ivin<iniimjl2^laaaa WCCP la
oi.te.d. animflvrvnilliuu Transparent Proxyua^ Explicit Proxy laaluatr^liaEJ

oi.to.Gi;.  anun^nvin-^nii^njjmj Microsoft Active Directory vilaLDAP la

oi.b.sio. TOumT1 HA UVV Clustering Vila Load-balancing

Vila
m.b.is.  iil^tjilnntu'waanuvviilii Appliance lavrnKivJavinviiJivliilii Web Caching laaS

Throughputvi^a Bandwidthl^uaannn a.booMbps   laal^annaaninu^lif-snii

(Unlimited User License)
oi.te.cn.    2 Network Interface uuu ao/sioo/siooo Mbps aan^uaa to via^a ua uuv

s>o/sioo/s)ooo Mbps atin^^aa a: naiavianijn^nvin Bypass la aasi2 Interface

uvv SFP 12i(aafn'n b na'̂ a
oi.b.e:.  2vmvi Hard disk Ivnn^vin Caching 12uaannn a TB (Raw Capacity) vi1a2 Hard

disk wial^ijaejnyibTB (Raw Capacity)^mnu'bi'uaafn'n

oi.b.di.  aninin Cache I^^laaaa HTTP

Appliance W^naanu.miini'wai.viiJainDm nn^W-inii Application

m.ki. Sjiln^ni Proxy Server uuu Appliance^niiTU

2 IPSec VPN Throughput llitjatlfrh s^tooGbps
m.o.aeii.ta.  lafuvna^^TU ICSA anu IPSecifluatraiiatJ

sn.s>.GK. animn^ Schedule

mvmala
m.si.sib. aummrNIUU'lftJ ISSU (In Sen/ice Software Upgrade) la

ni. aumnvh IPSEC Tunnel la vrfaiauaailniflj iPSec VPN /nauant'^JJiau laa

FCC, UL uas RoHS
tu vronuanija^a'n^virin'WLialna'n-aviih anunanvi

. 2aoiauTja Bidirectional Forwarding Detection (BFD)

ua^ Virtual Switching System (VSS) Vi^a Hot Standby Router Protocol (HSRP)

Vila Intelligent Resilient Fabric (IRF) Vila Split Multi-Link Trunking (SMLT) la

an^imYhnn^nifi^nsi^^tvuaiiaihEjlaiaitj Network Quality Analyzer (NQA) Vila

IP Service Level Agreements (IP SLAs) l^

aumainimii^am'juvu RMON, SNMPvm, CLI, Openftow^as

uati



i ^^ivue)(iino\T] ufr^i^)

(unEitu^Vi^ TJ^aiy^BT^^J^i)(^iunflwuif  flmnwu)

a) Application and Risk Analysis m^ Top application users by Bandwidth,
Top application users by session, Top Threats Crossing The Network

to)   Bandwidth and Applications Report viv Sessions Summary, Traffic

Statistics

m) Detailed Application Usage and Risk \.VM Botnet, Proxy Avoidance, Peer

To Peer, Remote Access

)  Security Analysis will Number of Sessions, Top Users by Sessions, Top

Applications by Sessions

m.sn.ao. anin^nru loguasv!nm^^na<nv (Report) ^Bjja^

asavm'snj l^aan-silaa ^-^u

avin^d (avfa Fortigate totooB) la

VPN Throughput UnJBBfVTl ciGbps
tn.En.ni.  2aviSlvm^^u^fajjaa^na^i ann^tlnTEUtliisifiviiaiaiinal^Uiijaum'i

an^n^avinm^ monitor ^iasjaama^i (Traffic) uvu real-time la

ai^i^a'vinna^i^aijam^l^nvuw Real-time tog, Historical Traffic, Customize

Traffic uasi^^iiutiiJ Graphic Reporting la uasanun^nvinm^auvn^iai^a'aa-^ Log vl

untj Log file shuna-Nairni! ® <qa

sn.sn.a. tLlu^jlln^cuihsifiYi hardware appliance Yil^run'i'nJfiiiJ^ firmware ivia

Tvri (hardened) iSuYJi^au^aEiueh

m.m.b. la-nunTsi.n'uiiaija^m^m l^a^tJii^^ syslog t^

m.m.sn.   S^a-^fi Interface ^^^^i Gigabit Ethernet uluj RS-<t ^nuTuiiiilaum'n a: via^w uas

iri3 Gigabit Ethernet u.vv SFP anTiivtsJ'uaan'^n to via^w(vi1aiaiia^'Lln^{un^Ka-ia

atytyntuvi^Port Gigabit Ethernet utitiRJ-s;!!; anwu'Uiijaom'ntoa; Ports)

ai.tn.s^   aiHTan^Utfa^ja Log ^^^i^hi'uaafn'n 0,000 iviiijrniflJw'a^^TM (Collector

Sustained Rate vilapeak log rate)
m.cn..   2 Hard Disk tiira'hJiiaEjrm to TB (Raw CapatityKTUTuUmeEjn^n d an uas

iB^ummNiui^^ii RAID o, a, , t> uas ao laivluBa'n'S'uaaC^iBiaiiB SAN

fnavanviScache Controller liitjaam'ntos; GB uasfiHarddiskutnjSSD Yijfoui^
lTB •sa-^fum^vii Forensic Analysis M)

sn.b.ato. eninstivh Video Caching ifivtsu Youtubeuas MetaCafel^il'uaa'i^'uaa

ai.b.sitn. aTJua^urmvh WAN Optimization Ifl
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itltiutfu Hardware  Appliance  vaanuvuini.yiav'iviriviiLl'uatJfncu Intrusion

Prevention System (IPS) TflEJiaynz ^a^imafla^unnTun^nuasm'jIajjRtnnwUJ

tbza^aa
itl'ujjtlntajviaanu'uajJTMivi'unviiiti'u IPS Ire^qytiz lirL^^Tln-SEUu-uu UTM (Unified
Threat Management) u.asil'U'USj'iJfnni Firewall UTnnvrmvii&u IPS

2 IPS Throughput ath-VJatl oi Gbps
anwn^n^a^TU Concurrent Sessions ^ia Concurrent Connections l^biilaorm

tno,ooo,ooo Connections

anjn^aia<iTU Connection per second Bfh'j'uaEJ 0100,000 Connections

Sal Typical Latencyuaanyi sii^o Microseconds

aiimnvi'WUU.U'U Multi Segment T^aB Interface Port Detection IHJtl Gigabit

Ethernet utiti sioooBase-T anu^aLJ^aam'T sib Port

2 Power Supply atin^uaa b vrdlt) (Redundant Power Supply)
anininw^^aaamiasfla'^n'urn^laiiS^'Llu.'U'uw'i-^il^aa'i-a'uao ^^waiilu Worms,

Trojans, Phishing, Spyware, VoIP, DoS, DDoS, Backdoors, SYN Floods, IP

Fragmentation, Peer-to-Peer, Traffic Anomaly, Zero-day Attack

^tlfneuaiUTsnvh Fail Open Vila Layer-b Fallback ^tin^s^'w^jtJn'jdi.na^mjj

tinvc^a'i i^^u Software Error iSuwu l^aaCtja'U'Ufntvin-^ntiiavHutJtJ In-Line Fail

Open via Permit liasuutl In-Line Fail Close via Block 1
JltJfnnja'Un'itlvrmiJI.ltJLI IDS via Passive Port Monitoring l^

^tln^njanin^nvi'n'uiij network utiti Symmetric uaz Asymmetric la

anin^annvua Action  ^^nvru^arn^nT5tjn^nlaaEinTua

(Block) .nTStla'aawTutiaija (Permit), m^invmivniia^ja (Logging),

(Alert) la

u ^^ja

oi.s^.

m.sr.

oi.sr.sio.

oi.si.ai.

tn.si.s:.

m.s:.<.

oi.e:.b.

oi.s;.ml.

tn.s^.d.

oi.ei.si.

n (Intrusion Prevention System) ^htnu atj^ Taa2

ai.ai.sxs>. aiimnfu log uasvifiTmEi-mi (Report) tfasja^nn^iJninj Proxy Server uuu

Appliance  viaualula^nTiilRaEhwaEJ ^u

si)  Top loo Websites by Bandwidth Savings

b) Top bo Websites by Cache Rate

en)    Top bo Websites by Response Time Improvement
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roject Planning) •nfjtfawm'iifijjTfl^m') (Project Manager)
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'ij lauiiiauBlaHu^ijyiBtjMB^ra^ u,ail^ifiannnaaaaavi1anT5ajj|i^Jj?iri'ij
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a. i

f?^iauai3 •oivn^mauau

viin^TO

cv. u^^?viamnijibs:naijfni5'na'i'jwn viv ^^aan^ (sample)

(Specifications)
ijn^ ^imS'uaamia'uivi

to. ^imTOainim ^^nijn^tJaAfnsviT^inwi'masavirvsnJ Ijiflfmuwnwuvi^sfufl^ifi'ua'u
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h.e, wu^n si(yiHrm^tuaniKUBiQYns)aninuvijh

b.to winn b(uR^anaan)*^tutunun

b.m WUlfl en(UUU^lJ)*^TUTUM14T

hut

tia in.

inu

anvni4iflimrnv^liiiutm (

utm
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^wn^Xm

wmtaijjbtumi^buvt.n
Xm^^is'W'l'uacyfy'imiEjnrm "wa" rfhumw



vni^a

swsia^iiavns^a'Tuvifinaa'^ laaaanvianiTunTsanaruiavnsaTuuun'la*

ii

tia <t.

w^iaataan

tavJ^aCi, ^^Lavlan^, fllaiavl vil

ni^a-a^a

(Bill

ju  a-niaauviilimia'l'viB

iiasfi-)iuB<i'U'uaB<i'un^iJiIaovin<ina'l'ui,fftjvn-)i.^'ui^a'wSi1alv)ai^'ua^

a:.

tu.tunaivmrm

mtihmiviiaauylpi

•ua si u



(tfa b ua)* tia
^afi-)tia-)ain'^a

mvm^i^a^ •U8uw'i88anian^tytyi w

tia t

uua^ (a^^naniJismjwn^tfa to.s> w^aa^a^lvivifa^mjrnia'nau^^aiiavfnawn^tia to.b)*

^iJiii /nulu.tu iruiiffi'T

•oa a. via

tfa mi.

1tf^iviTunl5{SvisiTU'5ii(n'i'5asanaw'uai'Wi,iriw'in8 (1^^^ Direct Payment)

a nnuuuivi'14

anun^^y
v^ii w^nona'ii5'u^funn^SM'UFi^5'5jiCioii vilaanuinTsa^iaina^iTunTsTa
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