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EUROPEAN STANDARD EN ISO 19011

NORME EUROPEENNE

EUROPAISCHE NORM October 2011

ICS 03.120.10; 13.020.10 Supersedes EN 150 19011:2002

English Version
Guidelines for auditing management systems (ISO 19011:2011)
Lignes directrices pour 'audit des systémes de Leitfaden zur Auditierung von Managementsystemen (IS0

management (IS0 19011:2011) 19011:2011) 4
http://qic-eg.com/wp-content/uploads/2015/08/BS-EN-ISO-19011-2011.pdf
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 msasandsziiu (Audit) wuneda nszurumsediauiiuszun Tanuiludass uazll
mssariiiuenats el lduanguvesmsavlszdu (Audit evidence)

a ] <3 A A =3 9 4 A
uagmslszmiuesnuilunang e NI UIDINNNTRAANDIAIINAUNNTATIV TLINY
M M M 1 glz Aa oA 9Y o a
(Audlt criteria) wu uleing Yuaoumsiiaan wiedoMuuareITzUUUINIS

AN
3 Terms and definitions
For the purposes of this document, the following terms and definitions apply.

341

audit

systematic, independent and documented process for obtaining audit evidence (3.3) and evaluating it
objectively to determine the extent to which the audit criteria (3.2) are fulfilled

http://qic-eg.com/wp-content/uploads/2015/08/BS-EN-ISO-19011-2011.pdf 7
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Analysing results and preparing a repor

wha‘! ;hﬂ_ull:! hE_

Audit evidence

what is

Audit finding
‘what is' compared to 'what should be'

Determine causes and effects of findings

Develop audit conclusions and recommendations

Estimate likely impact of recommendations wherever possible
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« Classification of Audits I

— First-party Audit (Internal audit)

— Second-party Audit (conducted by parties having an interest in
the organization, such as customers, or by other persons on their
behalf)

— Third-party Audit (conducted by independent auditing
organizations, such as regulators or those providing certification)

Classification of Audits

Internal Audits External Audits

First-party Audits Second-party Audits Third-party Audits J
_ AS@
For More Details: Certified Quality Auditor Body of Knowledge Chiia k..
http://mysdvvf.com/watch?key=966c8ff6acad370aa8c9c4864a836a2b 9
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Personal Behaviours

Personal behaviours

1. Ethical 6. Adaptable 11. Well organized

S

12. Open to
improvement

7. Tenacious

2. Open minded

13. Culturally sensitive

l_

8. Decisive

3. Diplomatic

9. Self reliant

14. Team player

4. Observant

5. Perceptive 10. Acting with fortitude |

= 1SO 19011, Clause 7.2.1

Dlglt;!]ewets@ PECB www.digitaljewels.net

L T

https://www.slideshare.net/PECBCERTIFICATION/pecb-webinar-iso-internal-audits-a-signpost-to-iso-compliance




Evaluation and
management of audit
risks and those related
to the operation of a
management system

Main processes present
in all organizations (HR,
Finance, Production,
etc.)

= 1SO 19011, Clause 7.2.2.1

Generic Knowledge and Competencies

Prepare, conduct and close an
audit, written and oral
communication of audit
conclusions

Operation of a
management system
and interaction
between systems

Main laws and
regulations, contract
clauses

www.digitaljewels.net

https://www.slideshare.net/PECBCERTIFICATION/pecb-webinar-iso-internal-audits-a-signpost-to-iso-compliance

Type of Audit
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. ﬂmmmuiwmmﬂmuﬂumﬂm Teun Tymdumsyaia medmsidu
(Financial Fraud) #ifisasinmsifnetsderiios

e Japmnnmstimsesnnsi i Tdsela Tduaemnnmsumsaui liaseluasanves

dismissedugs (Board of Director) Ssaunsanasnassiunisasideus

Aasrvdoumelu nazdasavdounieusn

 anuddguesnmiasnasunelu (Internal Audit) dastaaeunsln
(Internal Auditor) dasyaeuszuuasauma (IT Auditor) uay
theaseaeumaly (Internal Audit Department) Tuesansisnaaiilu
Usziduddgfiduimsszaugavesesnnsdesianudifedbasa

e @

e
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Type of Audit

e Internal Audit

|T Audit
e Information Security Audit
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Internal Audit

* nnee miasadeumelu Tagdheasraaeunieluvesusvnies
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* "dasnaounelu’ asdnuesnnnuininiludeslFlumsdinauasnadeunieluy

» "Corporate Governance Framework”,
« "COSO ERM Framework” ,
* "Risk-Based Audit”
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 "CIA" w3e "Certified Internal Auditor” #185unmssuseslas The
Institute of Internal Auditors wie [IA (aaniudnirsaeunisluaina)
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Internal Audit: msasy “"CIA’

Sammdie 4§ 1dun
1. The Internal Audit Activity's Role in Governance, Risk, and Control
2. Conducting the Internal Audit Engagement
3. Business Analysis and Information Technology (IT)
4. Business Management Skills
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Internal Audit: msaal “CIA” (si9)

e dnsnaeumelufigeuriu CIA awnsausaaldifiudinnuuiuilundnmsuazesdnnudiios
unlsggnd 15 lumsassaeunielu

* aannwdmmzndn “Information Technology (IT)” «3e “Information
Security” viu gaeui CIA daiimmsuiudesdnmanudiftmduiewannduoadu g
asnmeumsaumd” (IT Auditor), “dasnaeuduanuiuasdoya” (Information
Security Auditor) e fismmadmanuiuasdeya (Information Security

Specialist/Professional)
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Internal Audit (sa)

* fnsnaeunelu (Internal Auditor) suiludeadlu “IT Auditor” wie
“Information Security Auditor” w3e'li?
* Juilagiiu assdnsiinnuiuiludenhsrvumsaumanlFonuluinunndiuvesesing
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* dSymnves “IT Audit” uandennilfygn  COSOCube - o &
ves “Internal Audit” § il S

e aarnmives “Internal Audit” wuiSes
msszgndly “COSO Framework”

HAENMINBININTIN WA NHUS VD

“Enterprise Risk Management”
viso "ERM" gadlunmilnajvesnsins

http://www.coso.org/documents/COSO%20McNallyTransition%20Article-Final%20COS0%20Version%20Proof 5-31-13.pdf 19
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* 17 internal control principles by internal control

component
CONTROL ACTIVITIES
CONTROL ENVIRONMENT 10. Selects and develops control activities
1. Demonstrates commitment to integrity and ethical 11. Selects and develops general controls over
values technology
2. Exercises oversight responsibility 12. Deploys through policies and procedures
3. Establishes structure, authority, and responsibility
4. Demonstrates commitment to competence INFORMATION & COMMUNICATION
5. Enforces accountability 13. Uses relevant information
14. Communicates internally
RISK ASSESSMENT 15. Communicates externally
6. Specifies suitable objectives
7. Identifies and analyzes risk MONITORING
8. Assesses fraud risk 16. Conducts ongoing and/or separate evaluations
9. Identifies and analyzes significant change 17. Bvaluates and communicates deficiencies

20
http://www.coso.org/documents/COSO%20McNallyTransition%20Article-Final%20COS0%20Version%20Proof 5-31-13.pdf
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o uat "IT Audit” wiulUi “CobiT Framework” wie snieniiaie “IT
Governance Framework”

* TaolSan1 Ao msldnuszuuasaumaliaenndos nse "Align” futagilszasdmediugsne
wse "Business Objective” aasnau “Governance Objective”

* "Regulatory Compliance” ¢ q

21

z==) Faculty of Information Technology

|T A d’ 1 28/ Ying Mongkuts University o Technology Horth Bangkok
udit (sie)

=silanil 2—uann15uas COBIT 5
silawiil 12—ilasudazavasansiu COBIT 5

4 N

l.anusuny

GoAIY
ADVAITUDIH 3. Tasoai 4. TonigTan
5 2. NFruuUNg . FR06ITH LAY
ﬂd‘)\l“lﬂlal.l aoﬁn, b
HOANTIN
5.n17uL \ i
uunAn1IAIAL 2.ATDUARY ( 1. wdnn1s wiouie waznsaumsaILduou )
fuananain . b
wivianeang

nIuiuns
AN

6. uins 7.uAaans
5. #@sauwna Tasvarodusiu viner uar
| ) Al EAmAY

nineans

4.80hiis 3.alszunetd
Ufdduun ASBUNTS
DIATNS dniiueud

duqnbua yimnatilu
uilordun

22
http://www.isaca.org/COBIT/




IT Audit

i3eTu COBIT 5

dadumanduridvlaide
(anwunadou SiaunmsvamaTuiad ...)

anuapsnuasHildwlaidu

AULEUIVE
muEauiaa

msladu
ualseTomi

ihuwuuszduasans

ihwnoiidmdaedu'lai

mistaviwennsiv
iindssTomigeas

sunv ] 15—3adrdngTunisirduauauazaisuiursianiseas COBIT 5

AMUARINITNNIETNA

.

(" mafiugua

MaEnEdans

Atiunis
(DSS)

whdnmu

(MEA)

(doviealigo ) wemb (prauon D)
m— (a5 )
Cdovioaliido ) = (prauuon B )
— (_gun i 6 )

Covoaluds ) memm— (paasuan € )

ihwnouasiladuida

http://www.isaca.org/COBIT/

23

T =
sl 16—aueuu

Usziu denvs uamiidrdanu

EDMOL Tulatunns
fMuansauns
Hliuaren s Tugua
uarn e

m

EDMO2 Tulalu

FEaNAL

Hadsr ol

AATIIUUT AR IRHY BarIAsELU

APOOL vEvT
ARANFATAUAT
dndiuavunis
uiwrsarusulad

APOO2 wiT
Tamsnagng

APOOE uivT
TANVIATIN

Auius hiugnas

APOD3 U
Tanms
an e unssu

Tudns

ARASY FAa waziinlulTed

BAID2 vfus
Fanvsdan us
ATTUAANVE

BAIOL uiws
a5 IATIAITURE
Halagans

BALOQ uivs
FRATTEUVIT O

BAIOS uinT
ECHRTER R

ARNITNITIRYLAT
FRFATHIAFEUIUATS
uﬁﬂguu‘nuu'l.l
gids

BAILO uSws

Fanrsaadlsznau
vaaTFUU

domuau Tvuins wasadusun

DSS02 uivrs
FRATE T INR
wimsuamwe
nsedduiai

DSSO1 wiuis
RN
nnlidEnag

ATTLNUASAN ANISuUAIsAIuAuAiTAuQualafissd uadAns

EDMOD3 uiaiu
ATALEDa T
(LTt L]

APODE UTITT
FanrTuliansiu

BALIDE 15w Ts
ARAITATITUN TAU
o unariia
ATTUAIIYSS

DSS04 uTws
FANTIIAIN
sallaa

EDMO4 dulaiu
nstavimonst
Levseiowigaga

APODS uiwrs
FRANTINHN VSIS
TATINTS

APO12 uiwrs
WRAVTAIULADD

BAIOS uiws
Fan s alwns
B ouuilasaading
AuownEna

DSS05 vEvT
FarTTuIn1TETu
aTaTeRlaaRT

APODE LS
TamrsauLlsra
[TEETT )

APOL3 viwws
Fan1IAIUTUAD
aaasin

BAIDG wins
FRATINYS
[RILTAATIES]

DSS06 uivs

TAANSIFATUAY

ASELIUATTN
63

EDMODS dTulsiu
ATk lasani
druleiian

APOOT uiwns
TRMv NI pInT
URAS

BAIDT uiws
FRAFAITEaUTY

nsalouedag
[LEL R U TRIE T

vhdaau
IAMHA AT
wszuiu
MEADL WA Sea
TaH & uarTmadu
UsEENE WM uas

ATIMAARRR DI
arvsdliuaTue

MEAD2 vinEasiu
Tana warsndu
TTUUNTTRILEU
Aoy

MEADZ il &ea1u
Fana uardmaidu
s s
ABATHERATIN
WU IS TUA U n

THILLpP.//7vvvvwviidala.uiysupi i/




5?-’,-) Faculty of Information Technology

King Mongkut's University of Technology North Bangkok

IT Audit (sie)
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» msvimdanms "GRC" wse “Governance , Risk Management and
Compliance” wilszgndls

* wazlianwazmsaseaenlunuy “Risk-Based Approach”

o ugmsarageuszuuasaumasuiiudesiiosdaimdizes “Information System Audit
Process or IS Audit Process” ilussdnnuindn

* Taoil 5 aarnnudsaiiuesdnnudildlunmsnaaoudiidesms 185 ususosdFmmadumsasnaoy
ssuuasauma vie CISA (Certified Information System Auditor) v ISACA
(the Information Systems Audit and Control Association)

25
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o H s YA o & Y X ) @
AATIUUDING 5 'E'Nﬂﬂ'ﬁ']llgﬂ‘ﬂTlﬂuﬁﬂ\iﬁﬂy'lﬁ'lﬂiﬂﬁﬂﬂ

CISA dugiiguisu 2016 'ldun (CIS A: Gt it 2,800* 31,000+
Domain 1—The Process of Auditing S g iy MARNEERS c CORRATANTS
1 o, EXECUTIVE POSITION and AUDITORS
Information Systems (14%) TS
Domain 2—Governance and Management b 2
of IT (14%) - @ @
. : -
Domain 3—Information Systems 125,000
o« oy Globally accepted GOLD
Acquisition, Development and CENTED WoRLDWOE STANDARD ofcerfctin et
. 18 audit, control and assurance 1
ImpIementatlon (1 9%) ‘pm";:simh CERTIFICATIONS IN 2016
Domain 4—Information Systems i e h
Operations, Maintenance and Support
(23%) http://www.isaca.org/certification/cisa-certified-information-systems-auditor/pages/default.aspx

Domain 5—Protection of Information
Assets (30%)

26
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. 1 I a o % R : { I
* gndouri’ CISA" @lumsiganiluszaunilanianuianudormnyhawnsodludasiadouszuy
aseaumanuiud lunaninms (mileudaouriu ClA)

* LATIRDIHIANUTIMWIZMUAWAND D 191

* miasnaevszuuguteya RDBMS wu Audit Oracle , Audit MS SQL Server w3e

* nsasnnaenu Network waz System ¢ « 1 msasavaeu Microsoft Windows ,
UNIX/Linux Operating System, nisasyvaeu Wireless, msasyvaou Router uaz
Switching udu
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Information Security Audit

* asnnuinedu Information Security Aamiilidu “CBK" wie “Common
Body of Knowledge” +n The International Information System
Security Certification Consortium, or (ISC)? sufludsaaeudisemad
anmiunstoya wio “CISSP” (Certified Information System Security
Professional)

* aannwives “CISSP” (Certified Information System Security
Professional)

v v Y
* (Awadouusien 2015) Ysunlfewiuiininua 8 Tamu

29

1. Security and Risk Management
(Security, Risk, Compliance, Law, Regulations, Business Continuity)

2. Asset Security (Protecting Security of Assets)

3. Security Engineering (Engineering and Management of Security)

4. Communications and Network Security
(Designing and Protecting Network Security)

5. Identity and Access Management
(Controlling Access and Managing ldentity)

6. Security Assessment and Testing
(Designing, Performing, and Analyzing Security Testing)

7. Security Operations
(Foundational Concepts, Investigations, Incident Management, DR) o
8. Software Development Security i -s
(Understanding, Applying, and Enforcing Software Security) T
e |
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Information Security Audit (sie)

e Taeuifaaiu “IT Auditor” suilugestinnmddmanuiuasdeyaiiuanudiesy

* foalilasaniaes Business Continuity Management (BCM),

e asiaesu Tomeduniunsesesdns (Corporate Information Security
Policy),

4 v a [ 4 ! v Y 13
* asnviseaniiadegureniudeu luu TotnaMernuaNuTUAIT T IUAS TUMA Acceptable

Use Policy” w3es “AUP”

* aaonuAvInTdauauiunwes \Network Perimeter” wu msasivaou
Firewall , IPS/IDS , VPN w3a Anti-Virus geuiludesdinnudmedmanuiung
doyaodrananaeslula

31
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* MIATINADUANINATTIUMIVIIITAMIAUANITUAIToyai Id5umsseusuiuludaniu
* myasnasuamasgu ISO/IEC 27001 Information Security

Management System (ISMS)
* ISMS Lead Auditor #iun Certification Body (CB) dasaasudun

< ) 9 = A 7 ' 4 Y (a2 oa u 78 {
unateyatinihilumsigainiun esdns Idlfiiaaw “Control” é1 q feglumasg

ISO/IEC 27001:2013 'dedrannszanswa (Effectiveness) w3eli?

32
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ISO 27001:2013 contents (aligned to ISO Directives) I

Documented
information

Communication Management review

Organizational roles,
responsibilities and Awareness
authorities

Internal audit

Policy Competence Monitoring,
measurement,
Leadership and analysis and
commitment Besalice evaluation
the Planning @ ~ Operation ) Improvement
Leadership . Support
Understanding the Actions to address Secure Operational Nonconformity and
organization and its risks and planning and control corrective action
context opportunities areas -
- Information security It G - Continual
Understanding the objectives and "ricrl:“a T 5:_?“';“" improvement
needs and planning to achieve SEAvEeE el
expectations of them z =
interested parties Information security
risk treatment
Determining the
scope of the ISMS
15 @ Dreloitte & Touche LLP and affiliated entities
http://laobingkaisuo.com/iso-27001-controls-spreadsheet/iso-27001-compliance-checklist-xIs/ 33

1 i o Fac'y 5t 'nforsation Technolo
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27001:2013 (o)

asmsmvquiiianue 14 do 18un

* A5, ulsnneanuiunalasasemsauma (Information Security Policy)

* A6. Tassaduanuiunalasasvasauma (organization of Information Security)
« A7. mmuiunnlasadsdmsuyaains (Human Resource Security)

* A8. msismsdanmsnindau (Asset Management)

* A9. msauqumsnis (Access Control)

* A10. msihsadeya (Cryptography)

« A11. anusfunaasasomsmonmuazanmnadon (Physical and environmental

Security)
« A12. muiunsasassdmsumsduiiums (Operations Security)

34
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27001:2013 (o)

 A13. anufunalasassdmsunsdemsdoya (Communications security)

* A14. msiam mswaun nazmahysinwszun (System acquisition, development and
maintenance)

* A15. anwdwiusiuduie gl¥usmsaeuen (Supplier relationships)

« A16. maismssamamgmissinnuiuaslasassmsaums (Information Security Incident
Management)

« A17. dszdudrunmmiunslaeassmsaumsauosnsiimssamaiitoadunnuderioamagine
(Information security aspects of business continuity management)

* A18. anwaeandos (Compliance)

35
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) v Y ) )
o ywiiu ldniivaneGesiinsaiy CBK ves (ISC)2 duniu dhnaouru CISSP Saiiiugiuiiaz
I Y Y o 9 Aa 1 yA o A v v '
ihudasnaeumuanuiuastoyananingnss hiinnmiaw CBK dinan

e Tasnanmavesdasnnaeuszuuanuiunstoyanumasgy ISO/IEC 27001 wie

“ISMS Lead Auditor” i azgandnms “3E” 1dun
1. E = Existing
2. E = Execute
3. E = Effectiveness
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Information Security Audit (A9)

1. E = Existing
e ionasdnymualunszuaums ISMS sxdesgniamliiassauysal (Tsogluguunves
Hardcopy uaz/v3e Soft-copy) ldun
* onas ISMS scope,
* ISMS Policy,
* Risk Assessment Methodology,
* Risk Assessment Report,
* Risk Treatment Plan uaz

« Statement of Applicability (SOA)
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Information Security Audit (sie)

2. E = Execute
4 9 a oA ci 1 9 é 1 é
d ’éNﬂﬂi@]’EN‘]J;]‘]J@WHMﬂiz‘]J’JuﬂWTVI’E)QGl‘L!l@ﬂi’f"lﬂﬂ“ll’é]‘l’iu\mﬂu%?ﬂizﬂzl’mTH‘LN

* Taginadszunm 3-6 Hou
* iinlviniladn enasnnedieiinedes Idgminnlslgianwiiu “Process” vwis "Procedure”
39 9

v Y
o Lilshufisvenarsivhuuniua 1lduan s inalse Tewiunosnns
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Information Security Audit (A9)

3. E = Effectiveness
e doalinszuaumslumsiadszanswa “Effectiveness”

* Aeumsfiiamunszuiums ISMS (Before ISMS) ufsuifivusundimslgiamunszuiums
ISMS (After ISMS) fiszansnafatuuazanniaia ldiuzilsssw

e 1wy neumsineusy INformation Security Awareness Training winawluesansii
dogou Pre-Test Idazuuusininnuat uanasnnidneusy Information Security
Awareness Training iugs nduumideaey Post-Test fnanziuuiiaim fudy
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* dnwazmsasaaeuves Internal Audit”, “IT Audit” uaz”Information Security
Audit” fshvazuedsimiousu taziivalgeswiuana1anuy

* "Role” w3o "unmum” vesfasnaeuiauilufivedossmuanslFanunoumsassaeie lilddyn
asnaoy (Auditee) iAaanudilaiauas 1¥oyaliasstuguuuvesnmsasanaon i ldwadngildan
msasanaen ldugninaniiinsesdudmivdnfimioutuvesmsasomouns 3 dnuae

* HaNINTIIADY

* qunsamenealunmnsa vie “Holistic Approach” uaz
* aunsoneuTaindvesduimsamnan “GRC" Idedrdanu

* wu “Internal Audit” aunsauaawamsasiaenliasandesiundn “CG" wie “Corporate
Governance” aunsamnld Board Of Director idaadledsdunsvestlyvuazmaudluiigndesn
uuwmn CG
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« “IT Audit” aansaviwman “ITG” wie “IT Governance” Tamih “CobiT
Framework” imlszgadlslfinanadnsnnmasnaeuiilsyTeminemsaadulaves

quimsszaugelassss IT Goal fu Business Goal 1u concept voq
Balanced Scorecard (BSC) awwdn “"GRC” #igndes

mnduimisszaug igmsmihweyaninmsasnaeulllFiinads: Temiidugsssy msa

De

a

o J J 4 ] Y 1 <3
UIMITzAUgIznaNeInnIvesan - Governance” aadaliaunsonaldwuihn

eze
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e dmsvludiuves “Information Security Audit” AswResiu asstinmsthudnns
“Information Security Governance” wilszgndldiiieliaunsaimadnian
msasnTeudaniunsdoyauiiuteymlszneumsdadulavesduimsszdugs (Align
with Business) TuanyuzReINUMIATNAO UM TULAZMIATINTDVTZUUANT TUINS
IFUNY

%

9 S A 9 4 9 a 1 1
e dopveainusludagiuane fasrrdeumelussdnstazdasaaeudaszanaeuendiulvg

Y 1 o v ' M M

g1 hiannsathdoyanaaninnmsasiaaey wu e Risk Assessment wie Risk
o 1 a Y] $ 4 1 A A

Map wnineuededuimsszaugs uag ginertesluesdns lasaedidsz@ansam
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* iosnndidanaiums Communication” senindasndeunazdusmsszauga
o ' ' J [ < [ ' Y
anpnaumsuvesrheas 9 meluesdnsiansazilwennwgunndsau linesldsmaun
A 3 4 M M ' 1 ' o
mnaas Hudymises "Communication” sewnedhosunu

g . . '

* maudilayn Ao msvatlszqu Tasdaauilu “Steering Committee” milsznoudae
fumuanvatethouazlifihmsdszyuill “Leadership” uazesdanuinawsa “i”
vie "Lead” filsyypuswdumsrhauvesiivinunnasuen (External

. M 4 [ 3’,
Consultant/Specialist) rielfesdnsamisahmadniainmsasiaaouns 3 duu
17 " qva s Ya g ¥y 1 =

Ysanms  inailse Temiegauiasailuglsssulvunesanslunga
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Information
Security
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THE THREE ELEMENTS FOR A SUCCESSFUH Al

ORGANIZATIONAL TRANSFORMATION

o ——

PROCESS

PEOPLE

Staff Trai B = B ement
. m"r;l;::g Ey:tﬁs .
= Professional Skills - FGuvemaﬁ I| |nfﬂn“at|ﬂn-
ramewm
| Technology

- Information
System

* Competent * Best Practice '
Resources
X & ] Audi/
/  TECHNOLOGY

' You can't deploy
technalagy withaut
competent people,
support processes

aor an overall plan. I

https://www.emaze.com/@AFCZRLFF/MIS-Chap1
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Ref: https://www.itgovernance.co.uk/blog/three-pillars-of-cyber-security/
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* NIWEA (Asset)
* NINTRUNILG IS LT% LATInaNNILGDST qﬂﬂsfﬁm%aﬂim UARINT
s nsndaunIuaaslule 1au ﬁayla FTRULNG m’mé’umaﬁqiﬁa
v A d'd o qq; Y U 6
© ‘Y]?WElﬁ%'ﬂllﬂ')"l&lll%ﬂ\‘l%%@]ﬂ@ﬂizﬂaﬂ(ﬂﬁUaﬂﬂthﬂﬂU
79 3 28H9ATUDI

vl

. . v &R Y Aa &
® Confidential: LTWﬂGVL@LﬂW’WEdVINﬁ‘YIﬁ

® Integrity: Unifasanugndasanysalvesataunelilignuiladouudasialianana
SIPOEN
. ™ kg | < ¥ L%
® Availability: 831900 TaNwINTEUURTERNANTaN LTI Y
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(- A
°* NINYRU (Asset)
v €a do o v a a & & A
° YliWﬂﬁ%'ﬂ"ﬂU@]ﬂdVl@] DY LAIDIADNNILADT qﬂﬂimmiam’m l‘!ﬂa’]ﬂi

o NIWTAUNIUGDI LA be LT Toya FIIFUNA ANMUALTNITING

&
&
)
&
g

v ea AaA ) < o [ & b/
* NINIRUNTANUNBAIBUADIUITNaVaIaIRUIzNay ,
ﬂq: 1 v -
N9 3 8819ATUTIU @ %
v [ vdaa a7 b ?
® Confidential: 1t ldlanzgNdans INFORMATION (e

SECURITY

6

* Integrity: Unilasanunndasanysnivasssawnaldlignunly

U
Waswasia lannanunwase 101

3&“‘Jm CONFIDENTIALITY

® Availability: a9anuGaNwInszuLaIaunansanltn

http://sharemanila.com/wtf-is-cia/
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CIA triad vs DAD triad

Confidentiality
Information kept
private and
Secure
Integrity Availability
Syslems
Data not e
modified, deleted (e 20k
or added whor;:"wlres
" - Mon-
Authenticity Accountability g
repudiation
Assurance by Assuring the
AR, recording the identities of the
identiies ldammas and parties in a
activilies transaction

http://geraintw.blogspot.com/2012/09/cia-infosec.html http://slideplayer.com/slide/4954666/
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anwau (Confidentiality) (1/2)

Aa al Y R ci A % 1 SId'SJ gll AAa a A 9
* 1IATMIATIVADUANTNO U NBBUTUNENTDIvRUUTANT 10 14
Y = A ¥ vy
DA TAUIME WIeIEUDNUUY A
1 Y 1 a Jd v a aa v
* nalnfiugu fe msl¥swaru (Password) lumsiiguidiaumazansnlasy

YN

o ko v Y 1 0o w 1 Y A Y Aa A
i ﬂ’]ﬁﬂ’]ﬁuﬂ(’]fuﬂ'J’]?Jaﬂlﬂuﬁgﬂﬂgnq d G]'lﬂJﬂ'J'lﬂJﬁ']ﬂin]f'Jflclﬁﬂﬁﬁ'ﬁgl]ﬂﬂ’]iﬁﬂigﬁﬂ‘ﬁﬂ'lw
9
YRLGAY
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Data Classification & Monitoring - The Why
Goals of Data Classification

« ldentify WHAT information
exists, and WHO needs it

« Understand how valuable
the information is to each
of the individuals, groups
and business processes that
require it

- Provide a system for protecting information
critical to the organization

50




Understand and Classify
Your Company’s Data Assets

Step 1 Step 2 Step 3
I_I_I
= >
Data Data Periodic data
inventory classification reassessments
https://www.travelers.com/resources/cyber-security/data-assessment-inventory-and-classification.aspx 51
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DATA CLASSIFICATION

Internal Use

Ref: http://www.aurorait.com/2014/06/06/importance- data-cl lassification/

52




gi-) Faculty of Information Technology

[T TR o ngokok

PROPOSED DATA CLASSIFICATION SYSTEM [

A proposed data classification systeny for UAB nill wilee i easier for facndly,
staff and reseavchers fo determine bow best to Leep University data safe.

EXAMPLES:

= Phone diectony mformation
* Course catalogs

» Public reseanch findmgs

* Enrolimant figunes

* Ganeral bencfits data

= Sonsithve data including FERPA
= Budgetary plans

# |latéEmal communicalions

= Patent pending information

* Data protecied by law

: RE&trictEd!PHl * Social Security numbsers

* Credit card numbers (PCH

* Protected health information
® FISMA regulated data

* Login credentials

For more information please visit uab.edu/IT LR ciromanon

53
https://www.uab.edu/it/home/about-uab-it/announcements/item/819-three-levels-of-data-classification-proposed
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- — S — Kinn Mannkut'e liniversity nf Technalony Mactf Bﬂﬂ[ltﬂk
SecureFirst Solutions
Data Classification

Every Organization has to segregate their Data into various categories and restrict user access
based on a well-documented & maintained access control process.
Following is an depiction of Data Classification, its meaning, usage, measures to be taken during
an Non-compliance and an example from each category.
Means: Data access limited to a set of Users/Groups
Usage: Can be shared only with the relevant Users/Groups
s » Non-Compliance leads to: immediate termination of Employment & even legal actions
Restricted Example: Only the Board of Directors (BOD) can access the Audit Reports; etc.

Means: Data access limited the Top Executives & Management
E> Usage: Can be shared only with the relevant Clients or within the Project
Non-Compliance leads to: Investigation & termination (if found guilty)

Highl
= Example: Prospect Customers; Client Engagement Initiatives; Client billing details; etc.

Confidential

— Means: All Company related documents unless made Public
Usage: Can be shared only with the relevant Clients or within the Organization
» Non-Compliance leads to: Investigation & HR actions as directed by the Organization
Confidential Example: Client details; Company Standards, Policies & Guidelines; Client Reports; etc.

Means: Documents / information already made public by the Organization

Usage: Can be shared outside the Organization without any restrictions

Non-Compliance leads to: Not Applicable (NA)

Unrestricted Example: Company details such as — Address; Contact number; Company acquisition; etc.

54
http://www.securefirstsolutions.com/blog/tag/data-classification/
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AAA - Authentication, Authorization, Accounting

Accountability

Identity

\

__<.

ajeanuayIny |

http://www.lacasamorett.com/foxgallery/authentication-and-authorization.html

Faculty of Information Technology
King Mongkut's University of Technology North Bangkok

Two-factor authentication

The 3 authentication factors:

Strong authentication
Cornblnlng 2 factors g you ] [ ethirg ][ ]

Authentimtiﬁn https://www.vasco.com/two-factor-authentication.html
Who you are
M—
H— PASSWORD ACCESS
Authorization v
What you can do Success!

https://www.soapui.org/testing-dojo/best-
practices/authentication.html
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http://news.mit.edu/2015/two-factor-authentication-duo-security-0130
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AINNAL (Confidentiality) (2/2)

& o
PTUAINNUIL
. @Taaﬁmmeﬁﬁmimﬁ‘*ﬁ'@Lﬁmdﬁmsaumﬁﬁ'ﬂwmﬂ@agﬂwﬁ'ummﬁ'uﬁﬁmu@

* ARUALKINIINNT msszq%’ummé’u N3AALAL LLa:msﬁamiifagamsaumﬂimwiazﬁ'u
ANUALDLNITALA

* naImImanafianldlunsdniannnuay 5w Mg e (Encryption) anagninanly
wInanuudunsldivanaimandasmiawinandaininnaInisguaadnidugg

http://www.club27001.com/2014/01/is027001-2013-Information-Risk-Assessment.html
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mmqjﬂ@”amwyjﬁfﬁ (Integrity) (1/2)

. miﬂﬂﬁaamsaumﬂ‘lﬁﬁmmgﬂﬁaaaugitﬁ (Integrity) Lﬂuﬁoﬁﬁﬂ”mumwaﬁamm
WL E0E aUBIR TR FAThA 9

. ‘v‘hash\'ivl,ﬂﬁ‘iagaﬁmwgﬂﬁaoLLa:mL%aﬁmﬂu?oﬁ'@’“LLaizuuﬁaamﬁ’mamLa:
Fiiw sl Aedw

* dnaaululTanannns

* ruydasiinalnnsanaseuantniamisldsueyanaliduiumadasuulasuilunie
nazvhmisla 9 dedayatiu

http://www.club27001.com/2014/01/is027001-2013-Information-Risk-Assessment.html 58
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mmqjﬂ@”amwyjmf (Integrity) (2/2)

* {instlszanaudaasaziflusinad g ndfana Widiud dssanaunnaufioaiandesiu

v v

walulatiansaumantinauaealils adnstiasdiayagdousnvassignanfiulu
714103 ATBIITUNR
49 au a9

* azifinazlsIurInTav89uIe A gnaveanantinyanzideussgs
* we A ldilfnuuazliannnsald@nsresdszanaulunisiuiisnisiy b
< P4 dgld ] o o a 6 o
o WiulAdndeyaiiiamndrAyuninezidunangulunisigaifonuaeis
Py v dalo b4 Y o b4 6 1 dl A 4
fayanandusedddiunisindesguaninugnsiesanysaiazanuingens windeya

pnidasundaslnaililsrasdntiandsnaidasaiinaasdiayaneinananiae als
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ANNTBN LTI (Availability) (1/3)

ma‘ﬁﬂﬁszuumuauaamwm”mm?uaa;ﬂ’["ﬁmuﬁﬁﬁﬂ%Liﬁﬁaizuuvlﬁl,ﬁa
ADIN1T qﬂaﬁﬂﬁﬂ'uﬂaum']uwﬁ”aﬂ%mmaaszumamﬁ'smas’ﬁ‘imuﬂ
16 2 wuy @s

- SzuuAaNRILAasYINue U AN TAWlun13¥in9 4 (Loss of data processing capability)

- M3NszuunauRILeasU e 3liu3n1g (Denial of Service)
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ANNTBN LTI (Availability) (2/3)

* szuUAauRLAatUIEsMI RIS anatfiaann
* minszyhvedglFazuy §f qﬂgﬂﬁﬁm@mﬁw

v

A a a a ! o 1 v A ) v a 6 A | v
® RIDLNAINAYTIINTIG LD 1NN VLWVLV\&] LLN%@%VL%’JV]’]SLﬁiz‘]J‘]JﬂEI&JW’JL@IEJ?LEIUWWEIﬂLiJ%VL(ﬂ

. a\'i@Tﬂiﬁmmﬁfﬂﬁoﬁﬂqﬂmu@”\ma"nmfﬂL@l’%‘ﬂwLqujﬁumnm'}mﬁﬂmy (Disaster Recovery
Plan) 1138950

® Wik zl\‘nu%'gﬁlﬁu?msmsmimﬁ:@hﬂ"ﬁi:u‘uﬂau‘ﬁ'ama?muqumiﬁ'm'm i i Uszi
Inyawdt 1uen mnﬂawﬁ'sma%ﬁ'muqm:uummftl,ﬁ@m’mLﬁwmvl,sja’lu'ﬁnlﬁ’u%ﬂﬁ"léf
l¥usnsdne 9 ‘vsq@r’nzi'ﬂﬂ'am&awmﬁmiaﬂszmwu’[man%a
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DoS (Denial of Service) and

DDoS (Distributed Denial of Service
Scudlayer DoS

Server

B

DDoS

i Server

https://www.scudlayer.com/blog/en/category/ddos

| e
B B
| e
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DDoS (Distributed Denial of Service)

Attackeig . "y g \ a

iy T 5
Controller & =y
; L
% .

N
e A 3

https://cyberwurx.com/ddos-protection/
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ANNTBN LTI (Availability) (3/3)

* wananiwin IWAauduwim e szuues 9 azifaanuFamgad vy B9

Q/ 1 a tdl a J 1 tﬁl 1 a 6 6
* gnag1SINeuLAawlua U eI Lua%mﬂi‘lﬂamzumawmmawaaﬂuﬂ
a (% a P=| 1 1 % €dlt=a qu
N35LRUAAAANMULTDNY s N1InT8nIzud RN U gIn 0 wnwlasNaaad
UL UL WL WARI WAL ehwalﬁ’ﬁuﬁﬂuﬁﬂaumuma%@”\‘mdnLﬁﬂmﬂ
ninae wannitdehliandrvesnidndyyuiesannlilindalunmmuing e
mmqmﬂtﬁmga@humma
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o . o A v & - P
* miUntaviiaya (Information) ALLUNIINNNNWNIDUDE TRAELNL "AIULTE
(Risk)"

® KANNITAB iayja‘l@ﬁl,ﬁmgosiami”mﬁmmmsﬂﬂﬂaamj”m'mn’h"ﬁayaﬁﬁ
AMNLTLIAN @2a819LT iaga username & password ﬁ’m%/‘]_ll,ﬂ”]éji:uu
6 % = | ni % K% 1 % < ci
FTRWLNAVDIAIANT @1awmmﬂ'ﬁﬂﬂﬂamLwafmvluuaﬂmwagamvlﬂ“n
Usemealwiulodasans iuan
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ANNRNNBTUDIANNWBAILAZNT AN G

Creates Exploits Result

Py ___ il Vuinerability il 2

Discovers Attack

Decreases impact

Detective Corrective
Control Control

Reduces likelihood
of Attack Protect Vulnerability Reduces Impact
Trigger

Deterent Preventative
Control Control
Ref: http://www.infocean.com/index.php
= “tal ‘ﬁl 1 Y A a 1 wa U U
(" Theeat * Threat A18E4 mﬂmaa:ﬂalv\m@mw:uLaﬂmmaqmaumawayjamu’lm
. g % A A 'y
PES—— | Thicf _4 AURIINIDNINNIN
Computer q S * Vulnerability #ansfis “smwwiaanizidudaunwissnialiauysal uazwn
- Vulnerability - o - . e o -
w N ‘ gﬂlﬂﬂl,ﬂuﬂsziﬂmﬂ@ﬂnﬂqnmuﬂawmlﬁmwﬁaumsaumﬂmaaaaﬁm
‘ lasuanuisnele” nie “taslnitiues

I{igﬁ = d' a -3 Qs A
Th eft ® Impact B89N wam:'ﬂu'ﬂLﬂmmmaamﬂnﬁgn%m
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Ref: httpy//gaelrisk.com/Gael-Risk/media/Gael-Risk-Content-Images/risk-identification-vulnerabilities.jpg




;;”-a Faculty of Information Technology

Vinn Mannbot ‘o lnivarsitu nf Tanhnalanu Hmm Eﬂﬂ[ltﬂk

Consequence

DI OO E

Ref: http://www.suggestkeyword.com/dnVsbmVyYWJpbGl0eSB2cyBOaHJIYXQ/
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Countries where users faced the greatest risk of online infection

Faculty of Information Technology
y King Mongkut's University of Technology North Bangkok

In order to assess the risk of online infection faced by users in different countries, we calculate the percentage

of Kaspersky Lab users in each country who encounter detection verdicts on their machines during the guarter.
The resulting data provide an indication of the aggressiveness of the environment in which computers work in
different countries.

Country* % unique users attacked™

1 Russia 38.98%

2 Kazakhstan ITT0%

3 Ukraine 35.75%

4 Syria 34.36% Q2 2015
5 Belarus 33.02%

§ Aczerbaijan 32.16%

T Thailand 31.56%

& Georgia 31.44%

9 Moldova 31.08%

10 Vietnam 30.83%

11 Armenia 30.19%

12 Kyrgyzstan 28.32%

13 Croatia 29.16%

14 Algeria 28.85%

15 CQatar 28.47%

16 China 27.70%

17 Mongolia 272T%

18 Makedonia 268T% https://securelist.com/analysis/quarterly-malware-reports/71610/it-
19 Bosnia and Herzegovina 25.86% threat.evo|ution_g2_2015[
20 Greece 2578%

69

These statistics are based on the detection verdicts retumed by the web antivinus module, received from users of Kaspershy Lab
products who have consented fo provide their siatistical data.
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Data-at-Reast

File Share

Data-in-Use —%@ 3 @ - @

Remowvable Printer Screen Clipboard Endpoint
Media

Ars Inbed Comgeny

http://www.slideshare.net/Intel-ASIP/enterprise-api-security-data-loss-prevention 70
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Understanding Core Security Goals

» Confidentiality

* Encryption
* Access controls
« Steganography

71
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Encryption

SAMPLE ENCRYPTION AND DECRYPTION PROCESS

554 S5M:
y 783-53-1618 bGoyIWoEs
EnEr'ﬁfptIDn + p ------ @ llllll :::;L:;g;lﬂc
Frlngucg=»

Plain Text Algorithm Cipher Text
55N S5N;
BGary W oS 781-43-1616
Decryption  |smsewc| T ﬁ """ @ """
FIZNOMCE=s
Cipher Text Algorithm Plain Text

https://www.skyhighnetworks.com/cloud-security-university/tokenization-vs-encryption/ 72
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Steganography

& myhiddenmessage. ExERNS] [=] [P.9

|my hidden message.| =]
4

-

.z

Carrier File with

arrier File Hidden Message
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https://mgitecetech.wordpress.com/tag/steganography/
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Understanding Core Security Goals

* Integrity

* Hashing

* Digital signatures
* Certificates

* Non-repudiation
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Hashing
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Input Digest
crypoographic
» DFCD 2454 BRPER TESHK TS5l
a m::::;n P s96C 24D9 7008 CR99S 2D17
:I;r: wf: B Cr?pt:gr;phlc I—— O0Es deBE FBTD CBEEZ2 S823C
) p= =S ACCT 6CD1 90B1 EEGE 3ABC
the bluae dog functior
The red fox cryptographic
" . BFDE FbhHhE FT8591l 4F32 D1Cb
L:T:._:u:;g m:::::,n ™ 76B1 79m9 ODR4 AEFE 4819
The raed fox cryptographic
pmem ooyt e RS e TR 23R TAIZ SIX AAE
the blu= dog functior
;I;I':F’ n;:“ I Crvpt:é;sr:phu: g 8RR DSR2 D588 4CTS 4ABF4
the blue dog R 1799 7D88 BCOFS8 92B9 6A6C

http://www.makeuseof.com/tag/md5-hash-stuff-means-technology-explained/
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Downloader

100101001000111001001001
000100100100100100100100
100:010101010101001000100
010111100111011010010100

Hash Value fensmiied in usar

R v

File received correctly TR Recei@
Hash values match Itz Hashing
________ 1 L 421 value
e | Calculated|
' 100010101010101001000100 | >|#MOD# > huz3dd2s  Hashing
| 01011110011101 Value
_______ Hashing
Algorithm
________ 1
i e e Ll il
1 100010101010101001000100 | MODI [—3 samieahr  Hashing
] 010111100111011010010100 Value
-------- ! = y . Received
File received with ERROR 1n Hashing
Hash Value mis-match L ‘Eaiua

re-transmit data

https://en.wikipedia.org/wiki/MD5
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Understanding Core Security Goals

* Availability

* Redundancy
» Fault tolerance
* Patching

77
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Reliability = 99.938% with Four Hour MTTR (325 Minutes™ear)

S &5 T < 8

Reliability = 99.961 % with Four Hour MTTR (204 Minutes"ear)
MTTR (Mean Time To Repair)

gf<%>_ﬂ

Reliakility =99.9999% with Four Hour MTTR (20 Seconds™ear)

http://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Campus/campover.html 8




achnology

Availability % Downtime per year Downtime per month* Downtime per weelk i fuur
90% ("one nine") 36.5 days 72 hours 16.8 hours .
95% 18.25 days 36 hours 8.4 hours
97% 10.96 days 21.6 hours 5.04 hours
98% 7.30 days 14 .4 hours 3.36 hours
99% ("two nines”) 3.65 days 7.20 hours 1.68 hours
99.5% 1.83 days 3.60 hours 504 minutes
99.8% 17.52 hours 86.23 minutes 20.16 minutes
99.9% ("three nines”™) |8.76 hours 43.2 minutes 10.1 minutes
99.95% 4.38 hours 21.56 minutes 5.04 minutes
99.99% ("four nines") |52.56 minutes 4.32 minutes 1.01 minutes
99.999% ("five nines") |5.26 minutes 259 seconds 6.05 seconds
99.9999% ("six nines")|31.5 seconds 2.59 seconds 0.605 seconds

http://serverfault.com/questions/316637/100-uptime-for-a-web-application 79
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f10619 Asset-based Risk Assessment uaz SCRR stk ke

Risk Assessment

Asset-based Risk Assessment
Vulnerabilit ' Impact | Probability| Risk |

Application  msTadmauniete ildhmsanas Patch egh High High High
Server MIzay
ganfidonionon  hildhmsihgesavedammnzaw High Low Medium
HANaA

Scenario-based Risk Assessment
| RiskScenario | Impact Probability| Risk |

mm(éfaqmﬂ Heartbleed Bug Lf}aq%1ﬂﬁ‘HawizUUﬂummmﬁﬂiﬁWmu High High High
OpenSSL version fildsuransznunnseslnail

* o Y Y a 7 44 9 o a 5 ' 3 a = s A o a

nneg dedndduilumsesuigesnilszneuiineavesiumsdsziiuanudsundomniu msdsziiiuanudssluaniumsalssadal
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pafiszneudu q fiferves nazlinnududoninnnii wu deslimsiinsanasnmsaingu (Existing Controls) filegiaumelussdnsde
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The Current Focus Of The 27001:2013 Edition =
On Risk Management

Impact

Business Objective Accountable for
objectives

Low Risk

Risk Owner — Broad

ISMS Objective View of the proces< Likelihood

Risk Identification

Impact / Severity Risk Analysis

Risk
criteria
Risk Treatment
& Control
Identification

Assets that

" are impacted

- @b aSecure
PECB www.pecb.org 15 WWww.promasecure.com

http://www.slideshare.net/PECBCERTIFICATION/the-significance-of-the-shift-to-risk-management-from-threat-vulnerability-assessment-in-isms

90




Faculty of Information Technology

King Mongkut's University of Technology North Bangkok

o
£
14

4 a
Tomatazinn
Tomadivziia Ailagnan Ay
a 2 4 ! . Negligible Minor ~ Moderate  Significant  Sewere
gunn 1IADUADAIINTOINAN N
7 7 Fetrama Fetrama
G 1-6 ondondanaluiiv s A1 4 Rk Fisk
El
ﬂmﬂmq lfl]ﬁﬂﬂé:ﬁ 3 Winimum High Extreme
. (61-50]% QY fish | Rk
3, . 7 —3 Generally Unacceptable Risk Zane
ilay 2-31lonie 2 = o
inimum i
a0l (41-60}% - sk
fiauinn 5 Tdonds 1 Risk Risk
Winimum High
" (21-40)% . .
HansnuA S HdawmaY || | Ipa ct sk i
o . ' = . Winimum  Minimum High
ZAUHANTENY vamanuraty Y Risk Risk Risk
qann N 1,000,000 111 5 ‘
Al 500,001-“[?1115141,000,000 i 4 Grarally Acceplable Risk 7one
thunan 100,001- l74500,000 3
oy 10,001-Tii714100,000 v 2
b -
upging hlmml 10,000 1 1 Ref: gilomstimsnnudes, ssdmsamgnumans 1 2551 91
5.3 ESTABLISHING THE CONTEXT ,
5.3.2 External Context ‘ |
_ _ 5.3.3 Internal Context _ _
= L 5.3.4 Risk Management Process Context e o
52 5.3.5 Developing Risk Criteria
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i

AS/NZS ISO 31000:2009 Risk management process in detail

http://slideplayer.com/slide/5917941/
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Risk treatment options

risk acceptable with current
controls {or cannot be reduced
further and accepting risk)

Accept

risk not acceptable with current
controls — additional controls to
reduce either L or C or both

Reduce

with current
controls — cannot be reduced
do not want to accept risk

Avoid

A DD

options include insurance
contract outsource *never really
transfer all risk!

Transfer

/)

https://www.slideshare.net/mikaelastafrace/beyond-compliance-37628926

monitor and review

- " EE

Risk Treatment Strategies

High Transfer
€ ‘ ol Reduce /
o t— #Active Control
Impact Medium
Reduce
Accept (if Cost
Low Justifiable)

Likelihood
https://www.slideshare.net/bcmi_admin/jeremy-330pm-abbev

Controls

Residual

Risk 93

http://marketbusinessnews.com/financiar=em dual-risk-definition-meaning/

Exploring
Control Types
and Methods
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Socuys 110401 ssom cojectens |
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Darril Gibson
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CASP, 1I5C]2 S50P, CBSP
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Introduction

« Understanding control types
« Comparing physical security controls
*Implementing logical access controls

« Comparing access control models

© 2014 YCDA, LLC
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Comparing the Classes of Controls

NIST Special Publication (SP) 800-53 rev 3 organizes controls into three primary classes:

Management Technical
Focus is on Controls Controls Use technological
management of risk methods such as
and management of IT hardware, software,
security and firmware

Operational
Controls

Controls implemented
by pecple (as opposed
to by systems)

96
https://www.safaribooksonline.com/library/view/sscp-systems-security/9780071771566/lev225.html




NIST SP 800-53

1D FAMILY CLASS
AC Access Control Technical
AT Awareness and Training Operational
AU Audit and Accountability Technical
CA Security Assessment and Authorization Management
CcM Configuration Management Operational
cP Contingency Planning Operational
1A Identification and Authentication Technical

IR Incident Response Operational
MA Maintenance Operational
MP Media Protection Operational
PE Physical and Environmental Protection Operational
PL Planning Management
PS Personnel Security Operational
RA Risk Assessment Management
SA System and Services Acquisition Management
SC System and Communications Protection Technical

Sl System and Information Integrity Operational
PM Program Management Management

THE OwWASP

Rev 3

Title: Recommended Security

Controls for Federal Information
Systems and Organizations

Published: August 2009

Approach: Risk Management
Framework

Categorize Information System
Select Security Controls
Implement Security Controls
Assess Security Controls
Authorize Information System

Monitor Security Controls

18 families of Security Controls

FOUNDATION

Control Goals

557,-) Faculty of Information Technology

King Mongkut's University of Technology North Bangkok

* Preventive controls

+ Attempt to prevent an incident from occurring
* Hardening, training, guards, change management, disabling accounts

* Detective controls

» Attempt to detect incidents after they have occurred
» Log monitoring, trend analysis, security audit, video surveillance, motion

detection

* Corrective controls
» Attempt to reverse the impact of an incident
* Active IDS (Intrusion Detection System),

backups, system recovery

© 2014 YCDA, LLC
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Control Goals

* Deterrent

* Attempt to discourage individuals from causing an incident
* Cable locks, hardware locks

« Compensating

* Alternative controls used when a primary control is not feasible
* TOTP (Time-based One-Time Password) instead of smart card

99
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Physical Security Controls

 Defense in depth with boundaries
* Perimeter
* Building
» Secure work areas
* Server and network rooms
* Hardware (such as cable locks)

© 2014 YCDA, LLC
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Defence in Depth |

< inner gate
outer gate

Shepherding Solution Architecture
Security Decisions

http://www.slideshare.net/prawsthorne/defen

101

O’\ FCanultu nf Infarmatinn Tanhnnln
' N

ok

Layered Security Approach for Vulnerability Risk Assessments I

1. Perimeter Controls
{Imtermet or Corporabe Perimeber Delense)

2_ Remote Access
(Test Modem, WFM, and Frd Party Acocess)

Cyber Access Controls

3. Network Architecture
(Firewalls, Rowters, Switchaes, 2rd Party WPN=s)

4_ Host Security
[Operation Systems of Serversfiorkstations)

5. Application Security
(SCADA, EMS, Database, Weh, and others)

&. Comrmamications te Field Devices
{Cloar Taxt Transfers, Traffic Injoction, Hijacks)

7. Field Devices
(PLCs, BTUs, IEDs, Plant Equipment)

http://www.remote-instruments.com/secure.html 102




Application & Data

Patch Management
Intrusion Prevention
Virus Protection
Host-Based Firewall

Server Hardening

Internal Network

Perimeter Security

https://www.cyberoam.com/blog/defense-in-depth/

Strong passwords, file ACLs

Endpoint security and secure communication paths
({SSL, TLS, IP5ec)

Security Update management
Day-Zero Attack Protection
Anti-Virus updates

Inbound TCP/IP port control

OS5 hardening, authentication, auditing

Network segments, Network based IDS
Firewalls, ACL configured routers, VPMNs

Guards, locks, access control

Security policies, procedures, education along with
a backup and restore strategy

103
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L]

Door access systems
* Cipher locks
* Proximity cards
* Biometrics

ID badges

Tailgating and mantraps
Security guards, access lists, and logs
Video surveillance (CCTV)
Fencing, lighting, and alarms
Barricades and signs
Hardware locks

* Doors, locked cabinets, and safes

© 2014 YCDA, LLC
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Tailgating (also called piggybacking)

http://www.silvaconsultants.com/the-problem-of-tailgating.html

http://blogs.getcertifiedgetahead.com/tailgating-and-mantraps/ 105

BT Man-Trap (Deadman door)

SECURITY SOLUTIONS

= Useful for Multiple Doors, Arranged in a Sequence

= Regulate Opening and Closing of Doors

= Second Door will Open only After First Door has Closed

= Manage Traffic and Control Dust and Heat

= Useful to Restrict Intruder from Escaping the Premises Quickly

.

P

1
-
Authorized When Door A is When Door A is
ill
person will get open, Door B closed, Door B
access through remains closed will be open 4
Door & E

http://www.slideshare.net/GbsHyd 1/matrix-cosec-acm-presentation-v1-r1
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Understanding Logical Access Controfs

Need-to-know

* Subjects should only have access to objects that enables
them to perform their assigned job functions.

Least privilege
* Subjects should only have sufficient access privilege that
allows them to perform their assigned work.

© 2014 YCDA, LLC
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Understanding Logical Access Controfs

*Principle of least privilege
* Rights identify what a user can do, such as changing the system time
or rebooting a system
 Permissions define access to resources, such as being able to read or
modify a file
* Rights and permissions combined called privileges

* Least privilege ensures users granted only the rights and permissions
needed to perform assigned tasks or functions

e Technical control

© 2014 YCDA, LLC
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wanms Least Privilege

* m3l#ans (Authorization) siehamla q litwaduszaudld (User) wionszuaums
(Process) gunisnsuduiilszsnmiednazi (1duswih Subject or Actor) nszshnsla g
aoteya 13ms (Service) wieududnszuaums (Process) dusuies Faizonsaw o futinssy (194
#wiin Object) Feausadeusiudedinmssuiuves Uszsu n3en nssu 8

Uszsu (Subject) n3o1 (Access) nssu (Object)
q1% (User) o1 (Read) uiudoya (File)
Tsunsu (Program)  [d@eu (Write) suveya(Database)
nszaums(Process)  falwiau(Execute) pisms (Service)
nszuaums(Process)
mswens(Resource)
http://narudomr blogspot.com/2016/01/ssd101-leastprivilege html 109
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wanms Least Privilege (o)

* myeeanuuums IfansliunAaitenuuanlasadenaenislians Subject duiiumsqe Object Voo
Agamhfisghaulddissmusagiseaed wienisondr Least Privilege wu
« Web Application gwiwuiu Database iisad insert, select, update, delete fasazath
Database User 1#iu Web Application wul#fiagnsuiiihausinan'ld

o lilddeslild User fifianigawu SA, root, SYS wie Schema Owner wie User fiaunsaldmdssans
Schema wvesdoya (DDL: Data Definition Language) wu create, alter, drop ifludu

ihldan nanms Lease Pr|V|Iege nﬂiamaﬂumumﬂ nanfenin SU bJeCt hifinnusuiudides

MUNY Object Ta An3 M9 Object uu 9 M

a Lo ' g a £ a 1o a 4 ° ° a M

* Ansasnandduduanslugaaimadids uaddi lugaSunandesmildefiesuinuaz siiaves ObJeCt
d
fud
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wanms Least Privilege (o)

o nslianiun Subject wnwilsAflumsiuiiuilunmsTad (Attack Surface) se Object un
winiunaziile Subject Tauga'ld (Compromised) Object ffiTomagansziimuansiliun
Subject 13

M a L4 1 $ { M 4 o Aa
* $113imwen 1% Subject fiansauteaniilsanudsddunsi Subject wgnauseaiioldhaia
v v
ingszasdnserhaudanaialaglidals (User Error) sziideamniu

Q
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wanm3s Need to Know
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@ = Y1 <] Yo Y Y K 9 (B I y @ Y < Iy 1 < 9 ES
* wanms dadnlasiawlasveyanalidhdadeya lihedlusuanuduszaulanaw aliawnsamiudoyaiiv
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wanms Need to Know (se)
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Understanding Logical Access Controls

Separation of duties

*No single person should be responsible for approving
his/her own work.

Job rotation

« To reduce risk of collusion and to ensure no single point
of failure.

Mandatory vacation
* To allow auditors to review records.

© 2014 YCDA, LLC
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Group Policy

*Implemented on a domain controller

* Local password policy 2 l
* Domain password policy :
* Application password Policy

© 2014 YCDA, LLC
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Domain Password Policy

 Enforce password history < Minimum password length
* Maximum password age  * Password must meet

Mini complexity requirements
* Minimum password age

' Group Policy Management Editor

File Acion View Hep

9| 2m(X = Hm

e
=] Default Domain Policy [Success.sec-plus.com] Pokey | | Poly = | Policy Setting
= & 8 Computer Configuration Enforce password history 24 passwords remembered
& [ Polices Maximum password age 45 days
- ) (] Software Settings Mnimum password age 1days
E =l ] Windows Settings EwMudWh 8 characters

s I;I Saipts (Starhp/Shuldonn) Password must meet complexity requirements  Enabled
Pol icy ; B Lﬂs:m" Ve gs, Store passwords using reversible encryption  Disabled
1# || Password Policy
#® [ Account Lodkout Policy -
4| | o |4 | || ©2014 YCDA, LLC
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Account Management

* Disabling and deleting accounts

* Recovering accounts o el |
* Prohibiting generic accounts \[m" r—

* Time-of-day restrictions T e

. . g-Z-l-i.-ll-1lh-!a2-1-l-i-l-!n-.ﬂ. E
* Account expiration Wt R A =

» Account access review

© 2014 YCDA, LLC
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Comparing Access Control Models

* Role-Based Access Control (RBAC)

* Uses roles (often implemented as groups)

 Grant access by placing users into roles based on their assigned jobs,
functions, or tasks

« Often use a matrix

Role Server Privileges Project Privileges
Administrators All All

Executives None All

Project Managers None All on assigned projects

No access on unassigned projects

Team Members None Access for assigned tasks
Limited views within scope of their assigned tasks
No views outside the scope of their assigned tﬁ%ks

© 2014 YCDA, LLC
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Role-Based Access Control (RBAC)

* A user account is placed into a role or group

* User inherits rights and permissions of the role
* Simplifies administration

* Helps enforce principle of least privilege

* User templates include group membership

© 2014 YCDA, LLC
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Group-Based Privileges

Users in Sales Department

1.Create a Sales group 6 8 6

and add each of the H\ ¢ /B
user accounts to the o
Sales group %p

Sales Group
2.Add the Sales group to
the Sales fOlder gSaleSGroup @ Sales Acs?ign Permissions

to Sales Folder |%3 Folder ~ to Sales Group
3.Assign appropriate permissior A
the Sales folder

4

© 2014 YCDA, LLC
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Comparing Access Control Models

* Rule-Based Access Control
 Based on a set of approved instructions, such as an access control list

 Can use triggers to respond to an event https:/ /s dokuwikiorg/ac
Page/Namespace User/Group Permissions!)
#1 | S @aLL " MNone ' Read ' Edit ® Create "' Upload "' Delete
#2 @~ & bighoss " MNone ' Read ' Edit ' Create ' Upload ™ Delete
#3 |devel: * A @ALL ® None © Read ' Edit ' Create ' Upload ' Delete
#4 |[devel: * 2 @devel ' Mone ' Read ' Edit ' Create ® Upload ) Delete
#5 |devel; * &b bigboss " MNone ' Read ' Edit ' Create ' Upload " Delete
#6 |(deveal: * g @marketing |~ Mone ™ Read ' Edit ~' Create "' Upload ' Delete
#7 |2 devel: funstuff & bigboss ® none © Read ©' Edit ' Create ™ Upload ' Delete
#8 [_|devel:marketing |4 @marketing |~ Mone ' Read ™ Edit = Create ' Upload ' Delete
#9 |[marketing: * At@marketing | None ' Read ' Edit ' Create ® Upload " Delete
#10 || start 2 @all 2 None ® Read U Edit © Create © Upload @ Delet#?




Configure Standard IPv4 ACLs

Configuring a Standard ACL

GO0

o7\ Cannltu nf Infarmntinn Tnnhnr“[]gv

angkok

Imcoeming Packst Data Sagrment
Hmmedarr (TCP Handar)

Datn

Anking Tor
1682.168.10.107

Asking for
192 168,100

Agking for
192.168.0.0
0.0 255 2657

Example ACL

= access-list 2 deny host 192.168.10.10

= access-list 2 permit 192.168.10.0 0.0.0.255
= access-list 2 deny 192.168.0.0 0.0.255.255

= access-list 2 permit 192.0.0.0 0.255.255.255

Ref: https://www.slideshare.net/vuzlego/chapter9-access-control-lists
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* Resources identified as objects
* Files, folders, shares

* Specifies that every object has an owner
* Owner has full, explicit control of the object

« Beware of Trojans
* Dual accounts for administrators

© 2014 YCDA, LLC
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Discretionary Access Control

* Microsoft's NTFS uses the DAC model R
* Discretionary access control lists zngmf o
(DACLs, but often shortened to ACLs) B
form the primary means by which e
authorization is determined. = 2
» List of access permissions - ‘ |':
il
*SIDS —_—
* Uniquely identifies users and groups ‘ © 2014 vCDA, iC
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Mandatory Access Control

* Uses labels to determine access
* Subjects and objects are assigned labels
* Permissions granted when the labels match

!

Top Secret

* SELinux (Security-Enhanced Linux)
» Uses MAC model
* Helps prevent malicious or suspicious code from executing

© 2014 YCDA, LLC
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SELinux

* Selinux dulugasnmanudasasoves LINUX ffidainsuszuulficnms
Linux
1 A ~ a 9 9
* gaviangau@ennazlams lsnumanamsg lsauen
* SELinux gemain Security-Enhanced Linux

1y} J 1
e SELinuUX #e m3mivszaniammssnuanuilasasslitua ﬂ%‘ﬁﬁmﬂ Alduay
AALAsTUVINMIAILAL MIAIUANMSINDT

* SELinux dlurasiumsiseves National Security Agency vealszms
ansgenismnwannsruusnuanulasassvuinlfiumsaely

http://www.it-know-ledge.com/Linux/ 127
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Mandatory Access Control

* Lattice
* Imagine that Homer has a Top Secret clearance
Nuclear
with a Nuclear Power Plant label. Power | o7 | Hewey (¢~ Topsecntion
» This gives him access to data within the Nuclear | Plant
Power Plant compartment.
Three- Legal
« However, he does not have access to data in the |Res®@ |gyeqFisn | issues {1 seonetiel
007 or Happy Sumo compartment unless he also
has those clearances (and associated labels). Safety Confidential Level
Payroll | Budget i <:I
* Higher-level clearances include lower-level - Job : (—— i
Training : Holidavs For Official Use Level
clearances. Shenings !

* For example, because Homer has a Top Secret
clearance, he can be granted access to Secret and
lower-level data.

» Again though, he will only be able to access data
on these lower levels based on his need to know.

© 2014 YCDA, LLC
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Lattice

* As another example, imagine that Lisa has a Secret level
clearance.

« Administrators can grant her access to data on the Secret
level and lower levels, based on her need to know.

* For example, they might grant her access to the Research
data by assigning the Research label to her, but not
necessarily grant her access to Three-Eyed Fish or Legal
Issues data.

* However, they cannot grant her access to any data on the Top
Secret level.

© 2014 YCDA, LLC
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Summary

» Understanding control types
« Comparing physical security controls
* Implementing logical access controls

« Comparing access control models

© 2014 YCDA, LLC
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