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Agreement

Turn off your mobile phone or keep silent

Stop me anytime, if you want to ask or share
something

Relax and feel free to discuss
Keep in touch and keep sharing after class

Be aware, but do not panic
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Contact me

Name : Kitisak Jirawannakool

Facebook : http://www.facebook.com/kitisak.note

Email . kitisak.jirawannakool@ega.or.th
jkitisak@gmail.com

Weblog : http://foh9.blogspot.com
Twitter : @Kkitisak
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https://www.facebook.com/kitisak.note
mailto:kitisak.jirawannakool@nectec.or.th
mailto:jkitisak@gmail.com
http://foh9.blogspot.com/

#Fwhoami

< Information Security Specialist at EGA
< OWASP Thailand Chapter Leader

< Certification and Award
+2» COMTIA Security+
+» Asia Pacific Information Security Leader
Achievements 2011 (ISLA) by (ISC)2
*2* Membership

*2» APWG, ShadowServer, OWASP, MSCP, CSAThailand Chapter
MedSec

Of course, I am an anonymous cyclist, not hacker !!!!
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About EGA

First established in 1997 as Government Information
Technology Services (GITS)

~ 200 staffs

Services

Government Information Network (GIN)
Government Cloud Services (G-Cloud)
MailgoThai service

Government Computer Emergency and Readiness Team
(G-CERT)

More details : http://www.ega.or.th
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EGA e-Gevernment
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Provider

EGA Contact Center
24x7 Helpdesk and Contact Center
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Computer Crime Law

Kitisak Jirawannakool

G-CERT




IRANNIZEIN. 5. 1. N0 8NN IENRAN BN LADNAILADS

Qs o

< an¥zN1INIENIANNEAN inTauAgN

<+ NYNUNANFIUNABDINITAINLAN

a o

“ WENURANFIULASUUINNUAUA TUAITIIUTINNEY
NANFIU

G-CERT

EGA

e-Government Agency

|
¢

14



N.5.U. 9102 8N15NSZNIHALALINUADNNILADS

“* ANMNAA InANgnUY QI ALNA
< NYIUYANFIU HasUAAANLNBIADY

< I RIRUINLALDIUIIANUUNIT

G-CERT

EGA

e-Government Agency

|
G

15



ANHUZANNRATNYNUR LIRN W.5.1.

< ANMUAATILALNAUT UUAANTRILAATLARLRNTRULNA

< aNuAaTLALFUAITINELWS L2

X mmﬁmﬁmﬁ’uwﬂﬁu%ms

< anuAaLAAuNIsU iGN AvaInTn UL IR

G-CERT

EGA

e-Government Agency

|
¢

16



ANNRANLA 822949 LAYATINUSSUUENSTSULNA

< A5LENINTEULLAZADNAADNNILADS lABHYDL

+ nsiaanNIaIn1slaenussuy

% nsunly wWasuulas Tananaunines lnsdvou
% nsAnsudayandiaansaiiag

% ATTUNIUTTULADNNIADS

% ANTEITDYADIAANTDUANTUNIUNTS LT9U

G-CERT

EGA

e-Government Agency

|
G

17



J97% © SEUUADNNIILADS

“srUUAAUNILOAY

alnsaivdazaailnsaiuaspaniiienas
‘I/IL?.l’aﬂJﬂ'\’i‘l/l'I\‘l'luL"}.l'm'Jﬂﬂu
Tae'lafinsAInuaAT Y mmao Wia&eaule uay
wMlfiideulalnsal wiayaadnsalvinniing
Uszananatay 1aaam 1k

G-CERT

EGA 57

18



pzlsuenuszuumaNfLeas (1)

e-Government Agency



pzlsueniuszuyumaNfeas (2)

© 2003 Sony Computer Entertainment Inc. All rights reserved.
Detign and specifications are subject to change without notice.
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Page Defacement

/> Zone-H.org - Unrestricted information - Internet Explorer provided by Dell

-

o Favorites | 2 48 Suggested Sites ¥ £ Get More Add-ons v

€8 Zone-H.org - Unrestricted information X0 v B v~ 9 mm v Pagev Safetyv Took~ @~

Twitter and Baidu hijacked by "Ilranian Cyber Army"

13/01/2010 Written by Siegfried

ZONE-H In Numbers

News: 4726
You probably read that story somewhere last month, on December 17 2009 Twitter's homepage has been replaced by Admns: 6
this message: Regestered Users: 42531
Digital Attacks: 3687413
“Iranian Cyber Army Attacks On Hold: 430

Onkne Users: 234
THIS SITE HAS BEEN HACKED BY IRANIAN CYBER ARMY

IRANIAN.CYBER ARMY@GMAIL.COM Login

Login :
U.S.A. Think They Controlling And Managing Internet By Their Access, But THey Dont, We Control And Manage Internet By Our
Power, So Do Not Try To Stimulation Iranian Peoples To.... .
Password :
NOW WHICH COUNTRY IN EMBARGO LIST? IRAN? USA?
WE PUSH THEM IN EMBARGO LIST ;) - [ .
Take Care.” Lost password ? | Signon |
They “simply” hacked their registrar (dyndns) and modified their DNS entnes.
Yesterday the Baidu homepage, China’s n®1 search engine, got defaced by the same attacker and with the same
method, but this time register.com was the vulnerable registrar. < March 2010 >
n M T w T ¥ S S
ea3d more
1 2 3 B S 6 7

8 S 40 11 12: 13 14

E2-labs' project Ethan dissected. Anatomy of a franchise proposal based on non- 15 16 17 18 19 20 21

existing partnerships (UPDATED) 22 23 24 25 26 27 28
22/11/2009 Written by Roberte Preatoni 29 30 31

In case you didn't understand, this is the solution of our “arypto™ jeopardy game posted in the last news.

We received a notice that on WikiLeaks somebody uploaded an interesting document. It's a PDF file, called Project Ethan
(after Tom Cruise's Mission Impossible caracther?) and it refers to E2-labs very recent plans to open in India an
educational and IT secunty franchise network. We downloaded the document and we found some very interesting
information in it, regarding E2-labs future plans and how the name of Zone-H (and a few others) was used to back up
the whole plan to convince possible investors to invest money in Mr. Zaki Qureshey expansion plans. Needless to say,
Zone-H was never informed about such plans and never gave any consent to be induded in .

The document is a finanaal investment porposal, made up by 28 pages. It seems to be written by Grant Thornton, a well
-known financaal advisor company. We have no doubt that the document was onginally produced by such company, it's
too well structured, E2-labs and Zaki Qureshey definitely don't posses the business skills to do that. Nevertheless, the
document it's filled by improper statements. We don't think that Grand Thornton did &t on purpose, we just imagine the
situation where they were given some statements and material by Zaki Qureshey and they granted & for real, without
vernfying it. And that is bad, after all, the entire businell proposal carry thewr name.

The result s 3 well written document meant to attract possible investors, backed up by Grant Thormmton name, which
sounds to the ears of possible investors as a guarantee that it is refermng to a senous proposal. This is probably the
reason why E2-Labs Mr.Zaki Qureshey decided to invest some money to look for Grant Thornton advocacy. Just another
case to use somebody’'s name for his plans.

Done & Internet | Protected Mode: On
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Page Defacement

/= Zone-H.org - Unrestricted information | Specal Defacements archive - Internet Explorer provided by Dell

<« — 2 | httpe//www . zone-h.org/archive/speciai=1/notifier= eMPIRD20TEAM

wr Favorites 2 4 Suggested Sites ¥ 2 Get More Add-ons ~

€& Zone-H.org - Unrestricted information | Special D... 8 ~ E) -~ 7 mm v Pagev Safety~v Tools~ g~

X Find: | syntax Previous Next J | Options ~

1. Error on page.

P o2 (xp sp2)

- WA

/> Zone-H.org - Unrest..

P ——
m Microsoft PowerPor

& Internet | Protected Mode: On

Home Archive Archive & Onhold Notfy Login BN
[ENABLE FILTERS)
Total notifications: 489 of which 189 single ip and 300 mass defacements
Legend:
H - Homepage defacement
M - Mass defacement (dick to view all defacements of this IP)
R - Redefacement (click to view all defacements of this site)
W - Speaal defacement (speaal defacements are important websites)
Time Notifier H M R " Domain oS View
2010/03/03 eMP3R0r TEAM M R % wideo.hk.msn.com/im.htm Win 2003 mirror
2010/03/03 eMP3R0r TEAM  promotion.hk.msn.com/im.htm Win 2003 mirror =
2010/03/032 eMP3R0r TEAM M R ¥ buddy.hk.msn.com/m.htm Win 2003 mirror
2010/03/03 eMP3R0r TEAM M w tvb.hk.msn.com/im.htm Win 2003 mirror
2010/03/03 eMP3R0r TEAM M w  hving.hk.msn.com/im.htm Win 2003 mirror
2010/03/03 eMP3R0r TEAM ™M * news.hk.msn.com/im.htm Win 2003 mirror
2010/03/03 eMP3R0r TEAM M w ent.hik.msn.com/im.htm Win 2003 mirror
2010/02/18 eMP3R0r TEAM M R W www.ubonratchatham.go.th/news... FreeB8SD mrror
2010/02/18 eMP3R0r TEAM R W www.nakhonsithammarat.go.th/im... FreeBSD mirror
2010/02/09 eMP3R0r TEAM *w www.fod.mancopa.gov/im.htm Win 2003 mirror
2010/02/07 eMP3R0r TEAM R W www.prachinburi.go.th/price/21... FreeBSD mirror
2010/02/07 eMP3R0r TEAM R W www.adoption.dsdw.go.th/imdn.txt Linux mirror
2010/01/24 eMP3R0r TEAM M W www.courts.gov.ps/im.htm Win 2003 mirror
2010/01/24 eMP3R0r TEAM ™M w www.presidency.ps/im.htm Win 2003 mirror
2009/12/17 eMP3R0r TEAM ™M W nwiplaws.gon.pk/emp.txt Win 2003 mirror
2009/07/07 eMP3R0r TEAM H M R W ntoir.gov.ir Win 2003 mirror
2009/01/09 eMP3R0r TEAM H R W envejeamiento.gov.co Linux mirror
2008/11/04 eMP3R0r TEAM * sipjoven.gob.mx/premio Linux mirror
2008/09/11 eMP3R0r TEAM R W school.cbec.go.th/banhaml/rec... Linux mirror
2008/09/11 eMP3R0r TEAM R w www.nvestwuhan.gov.ocn/lap2.htm Win 2003 mirror
2008/09/09% eMP3R0Or TEAM R % www.adoption.dsdw.go.th/imdn.txt Linux mirror
2008/07/30 eMP3R0r TEAM R % www.mfd.gov.nc.tr/emp.htm Win 2003 mirror
2008/07/29 eMP3RO0r TEAM R W www.naf.mil.jo/images/emp.txt Win 2003 mirror
2008/07/29 eMP3R0Or TEAM M W mathcrcle.berkeley.edu/bmcsii... FreeB8SD mirror
AN IASINN ARMOOONs TE AN < e menmveobe e e A sy ben AJGon AW D emieese
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/> enthkmsn.com hacked by eMP3R0r TEAM - Internet Explorer provided by Dell

zom-h.ofg marror/1d/ 10314135

¢ Favorites i &8 Suggested Sites v £ Get More Add-ons ~

€8 enthk.msn.com hacked by eMP3R0r TEAM "2 v E) v 0 & v Pagev Safetyv Took~ @~

Home News Events Archive Archive ¥ Onhold Notify Stats Register Login N

Mirror saved on: 2010-03-02 23:07:42

Notified by: eMP3R0r TEAM Domain: http://ent hk.msn.com/im. htm IP address: 202.67.153.73
System: Win 2003 Web server: 115/6.0 Notifier stats

Hacked By Emperor
We Are: iM4n - Spyn3t - h4x21

Special TnX 2 Ciph3r

Home News Events Archive Archive ™ Onhold Notify Stats Register Logn Disclaimer Contact

Attnbution-NonCommercal-NoDenvs 3.0 Unported License

Done Q Internet | Protected Mode: On ‘g ¥ MI1XS% ~

L o2 (xp sp2) - VWA &) Microsoft PowerPoi... g a0 (Y ZONFH-2 - Paint /2 enthkmen.com ha...




/> Zone-H.org - Unrestricted information | Defacements archive - Internet Explorer provaded by Dell

@ - 2 http//www.zone-h.org/archive

Ly Favorites | o5 42 Suggested Sites v £ Get More Add-ons ~

€ Zone-H.org - Unrestricted information | Defacem... 3 B v~ % v~ Pagev Safetyv Took~ @~

Archive Archive W Onhold Notify X =3 Login N

NOTIFIER pomain CO.TH Fulltext ¥

Date : | ALL (= 01~/ January [+] 1998[~]| Applyfiter |

Total notifications: 2244 of which 747 single ip and 1497 mass defacements

Legend:

H - Homepage defacement

M - Mass defacement (chick to view all defacements of this IP)

R - Redefacement (chick to view all defacements of this site)

W - Special defacement (speaal defacements are important websites)

Time Notifier H M R ¥ Domain os View
2010/03/02 xinplysz Hi www . premat.co.th wWin 2003 marror R
2010/02/26 mdx M R www.tag.co.th/bymdx.html Win 2003 maror "
2010/02/26 mdx M R www.malca-amit.co.th/bymdx.html Win 2003 marror
2010/02/26 mdx M R www.aktemet.co.th/bymdx.html Win 2003 marror
2010/02/25 Azerbanan Attacker www . fuzion.co.th/news/ Linux maTor
2010/02/18 LatinMackTeam H w www.zyxel.co.th Linux maror
2010/02/17 DraeX R www.sbox.co.th/adanali.htm wWin 2003 maTor
2010/02/16 DrAeX R www.bioc.co.th/O1.htm Win 2003 Marror
2010/02/16 MadNet www . topliner.co.th/new/index.php FreeBSD maTor
2010/02/14 By_aGReSiF M lavanille.co.th/default.htm Win 2003 marror
2010/02/14 By_aGReSiF M lavanille.co.th/default.htm Win 2003 mirror
2010/02/14 By_aGReSiF M lavanille.co.th/default.htm Win 2003 marror
2010/02/09 GO0Q!3 W@rr!Or ateducation.co.th/flash_images... Linux maror
2010/02/09 v4 Team H amani.co.th Linux Marror
2010/02/09 vd4 Team H dsfutures.co.th Linux marror
2010/02/09 vd Team H M online.dsfutures.co.th Linux marror
2010/02/09 v4 Team H M prstation.co.th Linux miror
2010/02/09 vd Team H M R pakfood.co.th Linux maTor
2010/02/09 vd4 Team H M ifc.co.th Linux maTor
2010/02/09 v4 Team H M ampelite.co.th Linux marror
2010/02/09 vd Team H M pine.co.th Linux maTor
2010/02/09 vd Team H M ommas.co.th Linux marror
2010/02/09 v4 Team H M trinergy.co.th Linux maror
2010/02/09 vd Team H M pacificfreight.co.th Linux marror
2010/02/09 v4 Team H M superblack.studio.co.th Linux Marror
1234567891011 121314 151617 18 192021 2223 24 2526 27 2829 30 >

€ Internet | Protected Mode: On

&) Microsoft PowerPor... E d5 /= Zone-H.org - Unrest

3 Ci2 (xp <p2) - VIAwE

HIGH-TECH CRIME CENTER
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Client-Server Service
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Server Overload
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E-Mail Bomb

Sending E_"@aa@company.c?m
Wi

- bbb@com Dany.com

\. J

g ccc@company.com
)

o)

Mail Server I

\. J

E-mail Account 'S/t%
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Packet Flooding Attack

. { :’:ﬁ\/ -u....” Normal
R — K
Packet

lent 1
e . Network Bandwidth

+ Flooding Packet Server
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DoS (Denial of Service)

Ping of Dead

G-CERT
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Distributed Denial of Service (DDoS)
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Distributed Denial of Service (DDoS) - Flooding

L
]
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Our server

<>

Botnet send many HTTP ,
requests at the same time NS
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Over consuming

Your server is like the donkey,
and no, it's not the donkey’s fault. PN

G-CERT
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Anonymous AnonNew el

Rad We hear you, Thailand. 151 lagiuidsene.
And we will not give up until our mission is
complete. #OpSingleGateway

No Army Can Stop An Idea...

e-Government Age



Impacts

2 oom [ swonur Q wes seEarcH

= 7Banghkok Post Q NEWS

NEWS HOMEPAGE MOSTRECENT TOP STORIES POLITICS CRMME GENERAL ASEA

NEWS > GENERAL

ICT website down ahead = telecomasia. 1
planned attack BLOGS RS |

5 2015 at 24 c 18 viewed Q 5 comments
ONLINE REPORTERS
‘ Don Sambandaraksa

Thai govt website DDoSed as CAT customer
data leaked

October 26, 2015

rﬁ Share G+l = ' 21 W Tweet 22 shave mpunl @Ernall

Faced with a wave of DDoS attacks, a horde of hackers claiming to be

Anonymous and major data leaks from state-owned CAT Telecom all in

protest of Thailand's Single Gateway surveillance program, ICT Minister

Uttama Savanayana took to Twitter to reassure people that everything was

in order and that we had nothing to fear because we have regular data

backups. s

G-CERT

EGA 2
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Ransom DDoS
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Three Security Characteristics

% The primary goal of DDoS defense is maintaining
availability in the face of attack o

G-CERT

EGA Source Pic:http://www.aptugo.com/uploads/images/description/security pillars__ aptugc%@/
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Packet Sniffering 1

Broadcast Packet .- A
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Packet Sniffering 2

MAC Address
Spoofing
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Packet Sniffer Test
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Security in Mind
(IT Security Trends 2016)

Kitisak Jirawannakool
E-Government Agency (Public Organization)

kitisak.jirawannakool@ega.or.th P

N
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Agenda

“* What is EGA?
% Interesting Attack and trends
“ Ransomeware
“ Cloud Security
< Mobile Security

< Social Media
< Internet of Things

EGA

e-Government Agency



How it used to be?

.
¢ NI, ~cotettSttestetetNC NIRRT R R LR AR, R 22222222222

s— NAGAOOOAAATETI RT EAEIT T I T I T IAALALAALALLLLLA L A L W B W W . - —————— i/

- . F
. Sasssssnnasnnan:f
. A N Y
R RS EE—————
X ~ = -'..—------
.

.-.P-.n---- 9 s
" .

e

e
ARIRRARARA TR AR R0 ES

Accountabillity

merrnmn

Physical
Security

e-Government Agency

EGA



.. and
How |
It |
IS growing t
0 be?

uuuuu

;iag :




What are we protecting?

“* What is there to protect ?

“ Primary process
“ Customers, Employees, Identities
“ Products, Contracts

“ Supporting processes

“ Reputation

< Information, infrastructure
“ Critical infrastructures

“ Health, lives

EGA

e-Government Agency



Situation is changing

* More network devices and users

* More communication opportunity

* More socializing

More chance for attackers
to do their business

EGA

e-Government Agency




Attackers point of view

Social
engineering

Technically

Sophisticated
attack

Reach to
iInformation

asset




Important points

Awareness Training Collaboration

Technical Training Incident Response




EVER GINCE WE BOUGHT
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What is Security?
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Security Goals

% C (Confidentiality)
< I (Integrity)
< A (Availability)

CIA

Security

EGA

e-Government Agency




Security Mechanisms

< Authentication
% Access Control
“* Encryption
% Signatures

EGA

e-Government Agency



How to attack our servers?

< Systems
oo OS
“ Software installed
< Network
< Sniffer
“ Spoofing
“ Flooding / DDoS
* Applications
* Data
% Operation

AR

AR

4

EGA

 e-Government Agency |

G-CERT

89



by el
'
rr sl




Security Myths : We are not a target

“Mostly I hear it from victims. They think they aren’t
worth hacking. Some say it's not worthwhile because
they're a small business — not on anybody’s radar. Others
contend they don’t collect Social Security numbers, credit
card data or other ‘valuable’ information. They are usually
wrong.”

Alan Brill, senior managing director for the
cybersecurity and information assurance practice at
Kroll

Source: Ellen Messmer, 13 security myths you'll hear -- but should you believe? http://
www.nhetworkworld.com/news/2012/021412-security-myths-256109.html

O~

G-CERT

EGA N

91


http://www.networkworld.com/news/2012/021412-security-myths-256109.html

e-Government Agency 3



Spear Phishing

m Adversary crafts
m spoofed email

Invincea handles
URLs or
documents

Secure virtual
container protects
the endpoit

G-CERT

E GA http://www.terrapapers.com/wp-content/uploads/2013/10/Spear-phishing-1.png w
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Example

(no subject)

Dale Peterson <dale.peterson111@yahoo.com> Thu, Jun 7, 2012 at 7:48 AM
Reply-To: Dale Peterson <dale.peterson111@yahoo.com>
To: "rvpasupuleti@yahoo.com” <rvpasupuleti@yahoo.com>

Dear All:

Field devices essential for the monitoring and control in DCS and SCADA

systems are increasingly being deployed with Ethernet cards to connect these devices to
local and wide area IP networks. Many of the Ethernet cards have their own CPU,
memory, operating system and applications. Field device vendors are also providing the
capability to upgrade or replace the firmware in these Ethernet cards. Unfortunately in
most cases there is no effective security on the firmware upload to the field device
Ethernet cards.

Details are available at: Leveraging Ethernet Card Vulnerabilities in Field Devices.pdf
Download it and have a look.

Regards,

Peterson ]

G-CERT
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Ransomware

< Several companies were infected

< All important and document files are encrypted
by RSA-4096 (No way to decrypt)

“* Need much better backup process

G-CERT

EGA N
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CryptoLocker

Cryptolocker 2.0

Your personal files are encrypted

Your files will be lost
without payment on:

11/24/2013 3:16:34 PM

Info

Your important files were encrypted on this computer: photos,
videos, documents | etc. You can verify this by click on see files
and try to open them.

Encryption was produced using unique public key RSA-4096
generated for this computer. To decrypt files, you need to obtain
private key.

The single copy of the private key, which will allovy you to decrypt
the files, is located on a secret server on the Internet; the server
will destroy the key within 72 hours after encryption
comlpleted. After that, nobody and never will be able to restore
files.

To retrieve the private key, you need to pay 0.5 bitcoins.
Click proceed to payment to obtain private key.

Any attempt to remove or damage this software will lead
to immediate private key destruction by server.

Proceed to payment >>

EGA

e-Government Agency
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Locky (need to enable macro)

G-CERT
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Surprise (Spread via TeamViewer)

/| DECRYPTION_HOWTO.Notepad.tbut - Notepad - 0 X

' File Edit Format View Help

What happened to your files ?

All of your files were protected by a strong encryption.

There is no way to decrypt your files without the key.

If your files not important for you just reinstall your system.

If your files is important just email us to discuss the price and how to decrypt your files.
You can email us to nowayout@protonmail.com and nowayout@sigaint.org

Write your Email to both email addresses PLS

We accept just BITCOIN if you dont know what it is just google it.

We will give instructions where and how you buy bitcoin in your country,

Price depends on how important your files and network is.it could be 0.3 bitcoin to 25 bitcoin.
You can send us a 1 encrypted file for decryption.

Feel free to email us with your country and computer name and username of the infected system.

EGA
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Petya (MBR infected)
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You became victim of the PETYA RANSOMUARE?

The harddisks of your computer have been encrypted with an military grade
encryption algorithM. There is no way to restore your data without a special
key. You can purchase this key on the darknet page shown in step 2.

To purchase your key and restore your data, please follow these three easy
steps:

1. Dounload the Tor Browser at "https://wm. torproject.orgs". If you need

help, please google for "access onion page'.
2. Visit one of the following pages with the Tor Browser:

3. Enter your personal decryption code there:

If you already purchased your key, please enter it belowm.

Ke

EGA
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Facts

Ransomware is not too difficult to remove

Challenge is how to decrypt files
only 5% if you are lucky enough
Need much better backup policy and technology

G-CERT
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The Evolution of Technology

o, Internet Computer

Mobile Devices G-CERT

EGA A



Mobile devices will be used to connect

= 1S GROWING Mobile Internet
FASTER THAN ANY
TECHNOLOGY Deskon
BEFORE. fhdeg

(Post-PC)

| 100MM+ |
\"h\._\_______.-"’f




Our Organizations nowadays

“* Mobile Workers

“* Global (Customers, Partners, Alliances)
< Anywhere & Anytime

“* Business Continuity

* Digital Life Convergence

)

AR

Source : http://www.rickscloud.com/
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Cloud Computing?

“Cloud Computing Aa seuuAlruanITnNIneInsau
ARNNILAAT NNAAURINITALTNRY 16
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Cloud components

_|o

Server Storage Network Application Service
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Software usage trends

Able to be executed on Computers, Tablets and
Smartphones

Able to access the data/information in Anywhere,
Anytime and Any devices

Run continuously (No crash, No loss)
Pay by OPEX, not CAPEX
Service (not Product)

G-CERT

EGA N\
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Picasa
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Google docs

Google docs

N
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Cloud Storage

G-CERT
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Do you know what does he say?

\WHERE Twe Heek

ITS THERE, UP
(s MY JATAT

IN Teg CLOUDS

B(O- nstuck com

G-CERT
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What is Cloud?




Cloud security Risks & Challenges

Conflicts with international privacy laws

Data ownership

Service guarantees

Securing virtual machines

Massive outages

Encryption needs & Standards

Storing sensitive & personal information in clouds
Contingency planning / disaster recovery for

clouds
N

G-CERT
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CSA Top Threats

Data Breaches

Data Loss

Account of Service Traffic Hijacking
Insecure Interfaces and APIs
Denial of Service

Malicious Insiders

Abuse of Cloud Services
Insufficient Due Diligence

Shared Technology Vulnerabilities

EGA

 e-Government Agency |
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Mobile devices

-
App Stores O

Adobe Says Thanks A Milion For

The Pholoshop.com Mobie Do
q » C’

- Rake s Grass Reloases Thow
h =‘I Clasaic -Feeling Tum- -Based RP... >

How To: Turn Your #hone Into A

Remote Speaker For Your Mac .. ,

Augmented Reality: The Greatest
Thing Since.. Reguiar Reakty?

Take Your
Hock Barx

Phone

Windows phone @an>30i15 iPhone

G-CERT
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Mobile devices
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Connection technology

% 3G, 4G or EDGE
< Wifi, WiMax

“* NFC - Near Field Communication

< DLNA - Digital Living Network Alliance
< Bluetooth

1Gb Wireless USB/
Ultrawideband 4
b ~




G-CERT
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Recent mobile devices

< Truly handheld computer

% Connectivity everywhere ,
<* Apps for everything Ca

OUR ANCRSTORG

X C h eq p That’sright bro.

Our ancestors had
buttons.

o —

EGA
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Simple Questions

<* Do you Lock your mobile device?

<* Do you have Anti-malware installed?

< How many Apps in your device?

“* Are them all Trustworthy?

<* Have you ROOTED/Jail-broken your device?

EGA

e-Government Age
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The Common Fails!

“ Lost

% Stolen

“* Free WiFi lovers

< Lots of apps (Trusted/Untrusted)

“* No passcode protected

“* Location services

< Left unattended

< Just click

< Full time WiFi on and with “"Auto connect” A

G-CERT
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Threats (1/2)

Malware

Zeus
Spyphone

Phishing - SMS (Already talked)

WiFi attacks
War Driving and WiFi Sniffing
Rouge Access points
Man in the Middle Attacks

Theft and Loss
Violation of Privacy (EXIF)

EGA

 e-Government Agency |
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Threats (2/2)

< QR Code
<* SPIM : Spam on Instant Messaging
“* Credential stolen

G-CERT

EGA
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Theft / Loss

EGA

e-Government Agency



Information Leaks

%Hm ‘. 9 Auckland = Shows -  iWitness

HOME VIDEO NZ NEWS DECISION 14 WORLD ENTERTAINMENT SPORT

Jennifer Lawrence, others exposed in nude photo
leak

Monday 1 Sep 2014 11:46 a.m. #® 1 Comment

@nﬁ
®
>
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Information Leakage

< Confidential Report
< New campaign/project
% Sensitive information

<* Organization may lose customers and profit
<* May destroy reputation of organization
<* May affect the national security of Thailand

O~

G-CERT
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3 Jedi Master

B=E<)

s

5
d

V‘ Google - Windows Internet Explorer
G". ¥ = | 3 http://www.google. v || #2| X

w 8 Google

P -

Bov 8 v @ v iiBager

Su alow nduiv msuweiy Uity Gmail wesdu v Google | indssuy 4
8 sziva'lna
I n-:-hvwiu.g
- ﬂ'!ﬂ‘zﬁﬂ
[ éwniauGoogle | &lds dwwdnasian | lesiededues
dum: @ Ju O vk e © wisas Ystnatng
/search & Internet ®H100% ~

=S )

= Random amicle using a simplified markup language (1%2] wikis are often
: Fr— L -

& Internet # 100%

Done

¢
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e —) -~
€ ik - Wikipedia, the free encyclopedia - Windows Internet Explorer =1|15] l € Vahoo! Answers - Home - Windows Intemet Explorer
G 4 v |W http//enwikipedia. v | #2 X | | wiki R G o v |ED http//answers.yshe v | #2 X yshoo answer L=
. A . » " A , .
WO | \V Wiki - Wikipedia, the fre... 2 v Eu v #™ v rPage~ W G £ Yahoo! Answers - Home 9 v~ B -~ ™ v |- rPage~ =
Help us provide free content to thelsagdiby conatingoxtagnt  » Yahos! MyYashoo! Mal  Msbm Y your home page . -
article  discussion view source | history i Teae -
Sign In
. YAHOO! ANSWERS S
WiKi . N
' - From Wikipedia, the free encyclopedia *
= A ask. El answer
W "Wiki wiki ™ redirects here, For other uses, see Wik .
The }'!’EIFEWETEPLM (d.s_,,;,,;,g'u .,,,oln, ¢ Can't find it with search? Ask Share knowledge
navigation “WikiNode" redirects here. For the WikiNode of - db‘ :elp Otnetrs
» Main page Wikipedia, see Wikipedia: WikiNode s Earm points
= Contents . . -
. F:;j;ﬂ —— A wiki is a collection of web pages designed to enable What people think of Answers
s Cumestevents anyone who accesses it to contribute or modify content, m How d0es it work? :

« "
& Internet #100% ~ |:R I
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Google : Best Friend of Hacker

http://www.linuxexposed.com/Articles/Hacking/
Google-A-Hackers-Best-Friend.html

Google can find
“* Personal information
< Email addresses
% Confidential data
< Insecure database

G-CERT
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Facebook users statistics

This infographic provides information for how much use of social networking sites grew between 2012 and 2013 in Thailand

Thailand Population

T 66 million

o D Thaland Internet Users

-dh-

T 25 million

s >  Thailand Social Network Users

1" 18 million

w&m
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http://www.zocialrank.com

TOTAL THAILAND FACEBOOK USER

1 8 = 5 MILLION
mllllon user 9 ‘ || mllllon user

Other 0.2 million user Zocial inc.

#ZocialAward Data from ZocialRank.com  OninedAnies .

EGA S
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TOTAL THAILAND TWITTER USER

2 MILLION

Average

> 9.9 Tweet/Day

> 0.4 RT / Tweet
> 200,000 active user/day

#ZocialAward Data from ZocialRank.com  OnineAnies

EGA N
e-Government Agency
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Total Video in Youtube by Thai People

5 L 3 million
Average New

2 3 50 0 Upload Viedo/day

#ZocialAward Data from ZocialRank.com  Oninedies

EGA N2
e-Government Agency
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_ Total Line user in Thailand ,

1 5 Million User

FREE CALLS &
g MESSAGES

Ul

N
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The Joyof Tech.. by Nitrozac & Snaggy

How Facebook sees you... How Google sees you...

L
AN

e-Governme¢




Account Compromised

Attack the weak password
Guess, Bruce force, Dictionary, etc.
Attack the forgotten password feature

Need your private information
Can you guess where can we find?
Will talk again in the Privacy Violation topic

Attack other related account (such as Email)
Social Engineering (Phishing or Vishing)

G-CERT
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Information Warfare

% Discredit the opposite
“* Rumors

Source pic :
http://danzarrella.com/
http://www.112victims.net/

G-CERT
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Political problems in Thailand

EGA N2
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FB and Thai Politics

facebook <]

Photos Video

Basic Info
. . v & . .
Name: naNAuFaAudauIdauAY - Anti-Red Shirt
Category: Common Interest - Poltics
Suggest to Friend Description: w1 liraunmsyNuNLLYAUsWIA NUAWAnTULAZaIANUAS
= v =
WIgIMUVIIAR 18BN ULENIE Y
. = a . v a v = . v =
thnnvindalszangdles wanunadsuarvinialawinmasy
http://www.rajdur
index.php
: findoiila TUNs 1 e AUMWTUS BEEO a1 B:oD UM
http://www.maticl = | o - - '
g aaangaualyd’r waan (read more)
RNUARIANINUIRCUAMITIREAT Privacy Type: Open: Al content is public.
vasatugunay :
Recent News IT

EGA N
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Do you know them?

Dl LasUA2Y
UABET

vLiked v | vFollowing Message # ~

141



Violation of Privacy

“* Private information
< Birthday, Tel no., e-mail, and activities etc.

“* Photo of specific person
“* job title, resume, favorites
< Location
“ Geotagging, Places, 4square, etc.
“* Video - Socialcam
< Relationship
< Touchgraph

G-CERT
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Cyber Stalking

Emily's iPhone

This IPhone has been lost,
Ploase call me,

Call

-e

"9

e

N

101

) G x
Play Sound Lost Mode Erase Phone
e

Emily's iPhone

Q

e-Government Agency
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Mobile device + Camera + GPS + Social media = ?

< EXIF (EXchange Information Format)
“* Location service is "ON"
< Lead to the Cyber Stalking

GPS Altitude

GPS Longitude
GPS Position

e-Government Age <:::2//



One Stop service - Google

viagra '

Wersonton

nle

Traﬂic More Map Satelme Eaﬁg i
I 1 l I T | 1

Aspen Hil {
( & ) Ashb\:m ~ "
: = Potomac .,  Silver
erling g Spnng Park.
Middiedurg Reston \Bomosda v ;

Remingtecn

Forest

N P "h.u.”-ah-d-ho—wnw-—-“mwo\c-wmma LY l >
Uh OR e Faste A e
R R A R R R R o

D ums Ao Sews e D Sowd tem ¢

Co.»glc t'naos Commen Rose Wombourse

SearCh B.. 80 porsorgl resulls, 20 —-rwe bygwa seiNgan
Everything Ads relatod 1o visgra Why theso ads?
b= VIAGRA ® Official Site | VIAGRA com
www viagra com/
\Maos Get Troatment Info at the VIAGRA® (sidenafi citrate) Offcial Site
o Same Drugs - Cost Less | HelpRx.info
Nows www helpex.info/
Pharmacy Savings for Froe
Shogping
~ VIAGRA® (sildenafil citrate)
WWwW. viagra com
Ths is the age of taing action. Get informod abot VIAGRA and get ready for your
Lexington, KY sialos
Charge location

M MRar. s om L TR ———
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Google map tracking

Go gle wisak i () Shere Q

Location history o
|as01) e o Namtok Samian - “y > N
“ September 2014 * 1 e @ = (o) National Park | Map @ Satellite |
Sun Mon Tue Wed Thu Fri Sat A ‘ M LR TIE - ‘
31 1 2 3 4 5 6 < > '5655] Nong Khé RETSITR : '
. i Ayuttha N , \
14 15 16 17 18 lI] 20 NARR i z'mmy dwno gie  (354) St 4
21 22 23 24 25 27 nazunintoysun Distri (o)
FTRT LTS - Istrict AN/
28 29 30 1 2 3 4 @ Bt g “dwna Khao Yai Natio
thnwid AN UM 9

S 6 7 8 9 10 1" ' N N iy
. s + 3477 ( ™
Show:| 1Day | Kifiphok ' (
Béng Sai ;
September 13, 2014 hetie o -
1a 1 wlny ong Suea e s
strict \ District (328) - 017)
» Show timestamps ' ‘ \fm] duna
e : wwondo (33) E
Export to KML = , ()
S;(n K.th Ongkharak (2076 orachien
' [ Istnct District rachanta
Delete history from this day Sand \ t'm;\n‘ (320) Distric
eead — ~“ Prachin Buri awna
Delete all history / (3369) ‘ thriuar
Pathum (T} :
int n i i o Lam Luk st
aoor‘:c points have been hidden from view. Show All Points Learn - Ka District 7 A o Bt Sana
| e o C= District Y
agnm f P 319
- ~Khiong - tmadn
e Sip Song

LA ABAS 'Ef'jg N £2014 Google - Map data ©2014 Google  Terms of Us&: \RepOrta map eror

Distance from shrting location (farthest dlstanoe 59.583 miles)
Move mouse over graph to show location on map

N

9/15!14. 6:00 9!13)14. 12:00 9/13/14, 6:00

G-CERT

e-Government Agency 146



TIpS

Strong passwords

Classify information to be stored on cloud
Do not connect to untrusted wifi

2 Factors (steps) authentication

Update patches and Anti-malware software

EGA

e-Government Age
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Strong Password

Long and Complex

8++ characters

Lower and Upper case, Number and Special
characters

Do not use specific name or word in dictionary
Change frequently (every 3 months)
Do not put your password on your screen

G-CERT
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Which information can be stored on Cloud?

“*» General
< Public information
“*» Confidential

< Do not store on cloud
“ Encrypt before storing

G-CERT
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WLAN Security Threats

< User hijacking & Man-in-the-middle attack

Jam & Roam J Inverse Wardriving
2 Sniff & Modify

User e
4 Fake server and AP

~ NN 0 Https hack

0 SSL Strip

0 Faked Certification

0 Password stealing

2 “Phishing”

AR

Rogue AP -
Hacker

o~

G-CERT
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Man In The Middle attack

Credentials Verified

\1Y/P) RD ananes 3
A - .., \ .)’ -”.>
~% | Credentials Entered Access Granted

-UseriD'Password
-Security 7s
-QrP

Access Granted 5

N SR

INTERNET

G-CERT
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How to use WiFi securely?

Use only trusted WiFi network (access point)
Look carefully at the access point name
Remove the unused access point name from list

Select to connect to only the encrypted
connection (WPA2, WPA and WEP)

Install "HTTPS Everywhere” extension for
Chrome and Firefox

Do not share files and folders

Turn on personal firewall
Details in Thai : http://foh9.bIogspot.com/ZO12/09/b|og-post.lgg%

G-CERT
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http://foh9.blogspot.com/2012/09/blog-post.html

2-Factor/Step Authentication

e.g. digital certificate,

e.g.user ID and password security token or mobile phone

Signing in with 2-step verification

2-step verification

Keep the bad guys out
of your account by using
both your password and
your phone.

Start setup »
Signing in will be different Keep it simple Help keep others out
You'll need verification codes: Once per computer, or every time: You'll still be covered: Learn more
ARer entenng your password, you'll Duning sign in, you can tell us not to We'll ask for codes when you (or
enter a code that youll get wa text ask for a code again on that parficular anyone else) tnes to sign in to your
voice call, or our mobile app computer account from other computers

EGA
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THE WORWD 0N

G-CERT
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IoT era

®0/
L ©
\@

Corporate networks then Corporate networks now

E GA http://blog.trendmicro.com/trendlabs-security-intelligence/organizational-challenges-in-the-internet-of-things/

e-Government Agency
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Controls for smart door locks and

lighting systems can be vulnerable.

|
.

TAKE CONTROL

Malware-
infested
refrigerators
have sent
spam.

ATTACK

STEAL INFORMATION

DISRUPT SERVICES

h.--

Infotainment

systems offer
Door locks multiple ways
have been into a car’s
unlocked electronics.
remotely.

i |

Pacemakers
can be
attacked
remotely.

High-capacity
insulin pumps
are vulnerable.

Hacked vehicle-
control systems

Personal-fitness
devices can tell

a hacker where
you are.

can allow remote
control of brakes.

A

EGA

e-Government Agency

http://www.thelastdogwatch.org/wp-content/uploads/2015/08/Internetf2-1424374486017 .jpg

" e ™ |

wm






Wearable devices
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New generation

< PC liked

< Connect to the internet

“* Many apps provided

< Not many people concern about security

EGA



What will we do, if ...

Malware is infected on TV or Refrigerator
TVs are hacked
Spam are sent to show on our TV

Game consoles break down because of malware
or hacker

We need to investigate TV or other non-PC
devices for finding criminals

G-CERT
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How to protect Malware?

% Antivirus
% Personal firewall
< Apply security patch
< To OS and applications
< Stop file sharing
% Back up
“* Monitor information
% Do not access to suspicious website
<* Do not open suspicious e-mail

G-CERT
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Contact me

Name : Kitisak Jirawannakool

Facebook : http://www.facebook.com/kitisak.note

Email . kitisak.jirawannakool@ega.or.th
jkitisak@gmail.com

Weblog : http://foh9.blogspot.com
Twitter : @Kkitisak

G-CERT
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https://www.facebook.com/kitisak.note
mailto:kitisak.jirawannakool@nectec.or.th
mailto:jkitisak@gmail.com
http://foh9.blogspot.com/

Thank You
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