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A Notsecure | 111.111.111.111 oy ¥y

Google

Sign in with your Google Account

theerapol.n@gmail.com

Need help?

Create an account

One Google Account for everything Google

BEMGGO2 > B
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A Notsecure | 111.111.111.111 or  ¥r
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Google

AAAMULAILEDY D  nassaamsne x

Sign in with your Google Account

root toor <mynameisroot@hotmail.com=

fiadu -

Suanadnatanagn hack ngannfududiau A& link gmail.com

. 111111111111 theerapol.n@gmail.com
MynameisrooT
Tide L e |
Need help?

MynameisrooT
Title
Company

Create an account

One Google Account for everything Google
M&D 2D
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FotNAuANANYING Mituas

Home ToolL LAB test -

o

navy.jpg navy2.jpg

navy.jpg Properties

Basic

s Name: navy.jpg
Type: JPEG image (image/jpeg)
Size: 81.0 kB (81,008 bytes)

Parent folder: /root/ToolL/LAB/test

Accessed: Sun 01 Mar 2020 11:21:32 AM +07/
Modified: Sun 15 Sep 2019 11:33:26 PM +07

Q

""havy2.jpg":
format: jpeg
capacity: 4.7 KB

(| X

# steghide info navy2.jpg

Try to get information about embedded data ? (y/n) y

Enter passphrase:

embedded file "maldev.cpp":

size: 5.0 KB

encrypted: rijndael-128, cbc

compressed: yes

Basic

ead Name:
Type:

Size:

# 1
navy2.jpg Properties
navy2.jpg|

JPEG image (image/jpeg)
92.4 kB (92,419 bytes)

Parent folder: /root/ToolL/LAB/test

Accessed:

Modified:

Sun 01 Mar 2020 11:33:15 AM +07/
Sun 01 Mar 2020 11:29:04 AM +07/

4



MINISTRY OF AGRICULTURE AND COOPERATIVES

FotNAuANANYING Mituas

Phishing

G O A Notsecure | 11111111111

facebook s

1ihgseuy Facebook

theerapol.n@navy.mi.th

Sumigdtuwiai

wia

a

PARAM:
PARAM:
PARAM:
PARAM:
PARAM:
PARAM:

PARAM:
PARAM:
PARAM:
PARAM:
PARAM:
PARAM:

PARAM:
PARAM:
PARAM:
PARAM:
PARAM:
PARAM:

PARAM:

Phishing

root@Mynameisroot: ~/Downloads/social-engineer-toolkit

display

enable _profile_selector=
isprivate=

legacy return=0
profile_selector_ids=
return_session

signed next=

trynum=1

timezone=-420
lgndim=eyJ3IjoxNTM2LCJoIjo4NjQsImF3IjoxNTM2LCIhaCI60DYOLCIjIjoyNHO
lgnrnd=093649_P4Bk

1lgnjs=1582998078

prefill_contact_point=theerapol.n@navy.mi.th
prefill_source=browser_dropdown
prefill_type=contact_point

first prefill source=browser_dropdown

first prefill type=contact point
had_cp_prefilled=true

ab_test_data=AAAATTTAT/Af/AAATATATTAAAAAAAAATAAAAAAAAAAC] /OAHAAHCAB

SAGEFOX
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FotNAuANANYING Mituas

https://nordpass.com/most-common-passwords-list/
Findings




MINISTRY OF AGRICULTURE AND COOPERATIVES

FatNAuAnANYING Miluas

VirusTotal

&« G virustotal.com

Lt Most V

Tools & Exploit-DB Aircrack-ng @ KaliForums @& NetHunter @ KaliTraining =) Getting Started

E 26fbb7c3aef88c3blbedcf4af7312a7b407ff2fefSaB4c307a73fdd6c479996e

25

DETECTION

Acronis

AlYac

Arcabit

BilDefenderTheta

Comodo

Emsisoft

eScan

F-Secure

GData

Microsoft

-
e *www.virustotal.com
. .
261bb7c3ael88c3b1 bodel4al7312a7b407i2lef5a84c307a7 3dd6c4 799968 14.00 KB 2020-03-01 01:42:56 UTC
maldev.exe : moment ag
peexe
DETAILS BEHAVIOR COMMUNITY

f!_') Suspicious Ad-Aware @ Gen:Variant. Fugrafa. 7472
(1) Gen:Variant.Fugrafa.7472 SecureAge APEX (1) Malicious
(1) Trejan.Fugrafa.D1D30 BitDefender (1) Gen:Variant Fugrafa.7472
@ Gen NN, ZexaF.34030 aCW@adMPwKn Bkav @ W32 AlDetectVM. malware
(1) MalCrypt.Indus!@1qrzit Cylance Q} Unsafe
i!_) Gen:Variant.Fugrafa.7472 (B) Endgame @ Malicious (high Confidence)
\D Gen:Variant.Fugrafa.7472 ESET-NOD32 @ A Variant Of Win32/Agenl.TSR
@. Heuristic. HEUR/AGEN. 1044684 FireEye @ Generic.mg.8d6cad4830aadc72
@ Gen;Variant Fugrafa. 7472 MAX 1) Malware (ai Score=83)

(1) Trojan:Win32/Wacatac.C!ml NANO-Antivirus (1) Trojan.Win32.Fugrafa.gcptxy

Q
O

EXE
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Fake Website I
Hacked Website (Defacement) NG
DDos e

Credential Leak .
Security Misconfiguration I
Other IIIEEGNE

Data Breach GG
Hacked Website (Gambling) G

2099U¥aVIKD
Finance Scam Il

daa

Js:ian
KUZ8gvVIUNQA
buanvlswas

KUDEVIUYDVST GudU9
AMSANWYY

ANSIOUNISSUIAIS
usSuntansudsysialng

3ue)

as1seugu

AUUUAY
usyndvus:zinAluusszinAlng
EMIEREREWRE]
wavviutazasiseullna

ukavAu : ThaiCERT

Viun: HTTPS://WWW.FACEBOOK.COM/NCSA.THAILAND/POSTS/-iin=#-3485-
anunsaiduanmung lwiwod ek uun-isosUuuy Tatne-11/1152916677029996/
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LUIARKREA [UEN AN aanAY kywas

» Confidentiality (m3anv1ANaY) nunsdsnsundog
Fonaniasu IWanunsanas Idianeifianswintu

* |Integrity (ANNONGDILAAMNNATUENW) UNIBAINIS
Yosriu i [¥danandostuunnsiaudasud ko lae L lgsu
auUaNA UaznsnsIaaU Iu [aindayaiiiu [insadssio
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& Availability
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NIST Framework

NIST Framework @ansauuuinieeu
anuuasUasndy lauas (Cyber Security)
Aivsnun ey National Institute of
Standards and Technology (NIST) w0
Ansgosn [hu “sesgiunane” dnsu
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anAu loiuas
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Cybersecurity
Framework

DETECT
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NIST Framework

1. Identify (szuﬂ')'\mﬁ'm)

¢ FnosAnsiinswdauorls (Assets)
* AmTANULALN (Risk Assessment)
o Avuaulounuanulaons

208

z

3 o
4 2
m

EB-ami |~

WEE-

=il

vpn W
. L B E =F ]é
- de |“'| e M-jump IT-gib %

IT- T-mail IT-dns T-wak IT-ws
A o
5] [ g
OT-DMZ-paich OT-DMZ-hist-mimor ~ OT-DMZ-av-wsus T-DMAZ-jurnp

na !% !L EL EE Eﬂ
OT-hmi OT-hist OT-de OT-ws

-app-serer OT-scada

TOHLNOD
AHOSIAHIANS

oW m } #l;g

-

E - ﬂ @ §
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ST-ws ST-hmi ST-cctv ST-voip ST-meter &

-_— -
EEE E - ! - g
ﬂ ;
ST-rtu ST-dsc ST-als ST-relay ST-rlac E
ST-pc

]
STsenser |5
z

LINREL
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NIST Framework

2. Protect (UJoyAn)

* AUARANASINAN (Access Control)
» ¢ MFA / Encryption
* Training & lgau
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NIST Framework

3. Detect (n1572330)

i Log360 ) _ B
Dashboard Reports Compliance Search Correlation Alerts Settings

Events Overview Network Overview Security Overview SQLU Server Overview Cisco Overview S Overview v g LQgSour(es 2018-05-21 12:30:00 - 20,
Qs o’/ a a e ciane
vents INAdoOwWs Events I All Devices
* BIVIVAULNBINTNIEULINGI L A1 6) e Sylog Bencs ° —
T
9 @ FTTE
_ 7388 0 252 1 [l
SIEM AT
n n n A 2134 (20.62%) A 0 (0.00%) A 0(0.00%) View All Devices IITTI"Q
e Monitorin Lo N
Q * Notice 54 * Warning 18
0 Awscht
1|
. Recent Alerts
MaEs Logs Trend Top 5 Devices s or Linelaed Tima = 3
1o - 2BU22019062101443900091410(
UERA = . | 2016-3
Fl ela-w2016-
'3 100 -1 2AUD2019062101440500091410(
g ® ela-2k19-aio o
e E4
e = 192.168.111.161
- : 2AUD2019062 100435900091 400
1] ® 192.161.23.41 e
- 2019 year 2020 year 2021 year 2022 year
AD Time - ZAU72019062100282300091410¢
Syslog Severity Events Windows Severity Events £ 2AUB2019062100282300031410(
100
- : 2AUE2019062100250600091430¢
g ) Sosadminie
= 10 - - - 2AUE2019062100250600091430¢
o
>

Personalized

LogMe Support

Aaa: ®AAA-4-LOGIN_FAILED : user a
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NIST Framework

4. Respond (nouaitov)

* I Incident Response
Plan
o udadion / uAlodlann
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NIST Framework

5. Recover (Nuw)

i Log360 ) _ B
Dashboard Reports Compliance Search Correlation Alerts Settings

Events Overview Network Overview Security Overview SQLU Server Overview Cisco Overview S Overview v g LQgSour(es 2018-05-21 12:30:00 - 20,
R
 Backu o / Restore A - S s
@ FTTE
7388 0 252 1 i —
1EM AT
A 2134 (20.62%) A 0 (0.00%) A 0(0,00%) View All Devices IITTI"Q
n
« Disaster Recovery o
0 Awscht
D N L
. Recent Alerts
|G MaEs Logs Trend Top 5 Devices s or Linelaed Tima = 3
1o - 2BU22019062101443900091410(
. £ ® ela-w2016-3
Fl ela-w2016-
3 100 - 2AUD2019062101440500091410¢
g ® ela-2k19-aio o
e g
e = 192.168.111.161
. : 2AUD201906210043590009 1 4001
0 ® 192.161.23.41 T
& 2019 year 2020 year 2021 year 2022 year
AD Time . - 2AU72019062100282300091410¢
Syslog Severity Events Windows Severity Events £ 2AUB2019062100282300031410(
100
. : 2AUE2019062100250600091430¢
g ) Sosadminie
= 10 - - - 2AUE2019062100250600091430¢
-4
>

Personalized

LogMe Support

Aaa: ®AAA-4-LOGIN_FAILED : user a
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maNNaRUva9 Cyber Security
BRIV

o ANTUHURMNNAHKHNNY
O WsU. TENUASASHVINANNRAALIAUADNNILNDS T
2550 uazuf lowiuidin U 2560
O wsu. MashEnANuduAIlasaAY leiwas T 2562
O n5U. ANATaNTaYadILUARA T 2562

O WHU. INNY5TNTTUNWBIAANTDTNSE W.A.2544,
(aUu 2) w.@.2551, (aduii 3 waz 4) w.@.2562

7098 7654 321710
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aNNaRuva9 Cyber Security
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7098 7654 32710
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aNNaRuva9 Cyber Security
BRIV

¢ Auanmuuvne lowasimnududounassiailosnndu
 Wihpausgidununsnan

o IARGUANNANNTARTITHINNUSHNA

o sruuasALMARIMduthriNsvosaeAs N lguas

O

7098 7654 32710
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unasumstlosiuduanau loiues

 UnilosdayadAyuososdnsuazyUszonau

. ammmL?immﬂﬁmﬂmuﬁeﬁueﬁauuazw‘\‘iuﬁumaamnm
¢ SnENANMNsLloswadusns (Service Availability)

o ashamnNibasiu (Trust) THAue Tghau

o JAURMUANWNIDUATHINTHIU

* ARANMULAYAIUNINANSIRULAZDDLF LN

* 59°uNTWeNUN Digital Transformation
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Thank you
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